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Chapter 1
About this Guide

This document describes the AOS-W Instant command syntax and provides the following information for each
command:

Command Syntax—The complete syntax of the command.
Description—A brief description of the command.
Syntax—A description of the command parameters, the applicable ranges and default values, if any.

Usage Guidelines—Information to help you use the command, including prerequisites, prohibitions, and
related commands.

Example—An example of how to use the command.
Command History—The version of AOS-W Instant in which the command was first introduced.

Command Information—This table describes command modes and platforms for which this command is
applicable.

The commands are listed in alphabetical order.

Intended Audience

This guide is intended for customers who configure and use AOS-W Instant.

Related Documents

In addition to this document, the AOS-W Instant product documentation includes the following:

AOS-W Instant Access Point Installation Guides
AOS-W Instant Quick Start Guide

AOS-W Instant User Guide

AOS-W Instant MIB Reference Guide

AOS-W Instant Syslog Messages Reference Guide
AOS-W Instant Release Notes
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Conventions

The following conventions are used throughout this document to emphasize important concepts:

Table 1: Typographical Conventions

Type Style Description

Ttalics This style is used for emphasizing important terms and to
mark the titles of books.

Boldface This style is used for command names and parameter
options when mentioned in the text.

Commands This fixed-width font depicts command syntax and examples
of commands and command output.

<angle brackets> In the command syntax, text within angle brackets represents
items that you should replace with information appropriate to
your specific situation.

For example, ping <ipaddr>

In this example, you would type “ping” at the system prompt
exactly as shown, followed by the IP address of the system to
which ICMP echo packets are to be sent. Do not type the
angle brackets.

[square brackets] In the command syntax, items enclosed in brackets are
optional. Do not type the brackets.

{Item Alltem B} In the command examples, single items within curled braces
and separated by a vertical bar represent the available
choices. Enter only one choice. Do not type the braces or
bars.

{ap-name <ap-name>}|{ipaddr <ip- | Two items within curled braces indicate that both parameters
addr>} must be entered together. If two or more sets of curled
braces are separated by a vertical bar, like in the example to
the left, enter only one choice. Do not type the braces or bars.

The following informational icons are used throughout this guide:

G Indicates helpful suggestions, pertinent information, and important things to remember.
NOTE

/\ Indicates a risk of damage to your hardware or loss of data.

CAUTION

Indicates a risk of personal injury or death.

WARNING
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Contacting Support

Table 2: Support Information
Contact Center Online

e MainSite http://www.alcatel-lucent.com/enterprise

e Support Site https://service.esd.alcatel-lucent.com

e Email esd.support@alcatel-lucent.com

e North America 1-800-995-2696

e Latin America 1-877-919-9526

e EMEA +800 00200100 (Toll Free) or +1-650-385-2193
e Asia Pacific +65 6240 8484

e Worldwide 1-818-878-4507
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What is New in This Release
This section lists the new and modified commands in AOS-W Instant 6.4.4.4-4.2.3.0.

New Commands

The following commands are introduced in this release.

Table 3: New Commands

Command Description

lacp-mode Supports the static LACP configuration.

ble Enables Bluetooth Low Energy (BLE) beacon management by the Beacon Management
Console and allows you to configure BLE operation modes.

per-ap-ssid <essid> Sets the environment variable, per_ap_ssid in apboot.

per-ap-vlan <vlans> Sets the environment variable, per_ap_vlan in apboot.

show ap debug ble- Displays BLE configuration details.

config

show ap debug ble- Displays BLE connection details.

connect

show ap debug ble- Displays BLE daemon log messages.

daemon

show ap debug ble- Displays BLE relay process logs.

relay

show ap debug ble- Displays beacon details for the BLE devices detected by the OAW-IAP.

table

show ble-config Displays BLE configuration details.

aplx Configures 802.1X authentication type on the OAW-IAP.

apl1x-peap-user Configures OAW-IAP as an 802.1X supplicant for authenticating against the secured wired
ports.

out-of-service-hold- Configures the hold time interval for triggering out-of-service operation.

on-time

show ap1x Displays the 802.1X supplicant configuration details.

show apTxcert Displays the details of the server and CA certificates used for validating authentication
server to which OAW-IAP authenticates as a 802.1X supplicant.

url-visibility This command enables URL visibility on the OAW-IAP, extracts the full URL information
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Table 3: New Commands

Command Description

from the http and https sessions and sends them to ALE.

show url-visibility This command displays the url visibility status of the outstanding user sessions and the
client URLs that are yet to be forwarded to the ALE server.

dynamic-dns-ap This command dynamically updates the DNS records of the OAW-IAP and its clients on the
server.
dynamic-dns-interval This command configures a time interval during which the DNS updates are periodically

added to the DNS server.

dynamic-dns This command is executed in the privileged EXEC mode of the CLI and performs a one
time update of the DNS records on the server.

show ddns This command displays the DDNS status of the clients and the list of DDNS clients.
a-max-clients This command sets the maximum number of clients for a 5 GHz radio channel.
g-max-clients This command sets the maximum number of clients for a 2.4 GHz radio channel.

Modified Commands

The following commands are modified in this release:

Table 4: Modified Commands

Command Description

show ap-env This command displays the static LACP configuration.

copy This command now allows you to copy the server and CA certificates that are required
for 802.1X authentication from an external FTP, TFTP or HTTP server to the OAW-IAP
database.

download-cert This command now allows you to download server and CA certificates used for the

802.1X authentication from the OAW-IAP to an external FTP, TFTP or HTTP server.

clear-cert This command now allows you to remove the server and CA certificates uploaded for
802.1X authentication from the OAW-IAP.

wlan ssid-profile This command is enhanced to include a new parameter out-of-service that allows you to
define the SSID availability based on the out-of-service state of the OAW-IAP.

ip dhcp This command now allows you enable dynamic dns updates for the pool.
show dpi-stats This command now displays the blocked URLs and web content related traffic.
uplink This command now includes the failover-internet-ip parameter that allows you to

configure an IP address to which the master OAW-IAPs can send ICMP packets to check if
the Internet is reachable.
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Table 4: Modified Commands

Command Description

IDS This command now includes the wired-containment-ap-adjmac and wired-
containment-susp-I3-rogue parameters which enables wired containment to rogue AP,
and which enables users to identify and contain OAW-IAP that is different from the BSSID
of the OAW-IAP respectively.

speed test A new parameter called server-port has been included to configure a custom port to
which the client connects to run the speed test.

speed test <server> This action command has been enhanced to configure a server port to which the client
connects to run the speed test.
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Chapter 2
AOS-W Instant CLI

AQOS-W Instant supports the use of Command Line Interface (CLI) for scripting purposes. You can access the
AQOS-W Instant CLI through a Secure Shell (SSH).

To enable the SSH access to the AOS-W Instant CLI:

1. From the AOS-W Instant Ul, navigate to System > Show advanced options.
2. Select Enabled from the Terminal access drop-down list.
3. Click OK.

Connecting to a CLI Session
On connecting to a CLI session, the system displays its host name followed by the login prompt. Use the
administrator credentials to start a CLI session. For example:

(Instant AP)
User: admin
Password: *****

If the login is successful, the privileged command mode is enabled and a command prompt is displayed. For
example:

(Instant AP)#

The privileged mode provides access to show, clear, ping, traceroute, and commit commands. The

configuration commands are available in the configuration (config) mode. To move from privileged mode to
the configuration mode, enter the following command at the command prompt:

(Instant AP)# configure terminal

The configure terminal command allows you to enter the basic configuration mode and the command prompt
is displayed as follows:

(Instant AP) (config)#

The AOS-W Instant CLI allows CLI scripting in several other sub-command modes to allow the users to
configure individual interfaces, SSIDs, access rules, and security settings.

You can use the question mark (?) to view the commands available in a privileged mode, configuration mode, or
sub-mode.

HNOTE

Although automatic completion is supported for some commands such as configure terminal, the
complete exit and end commands must be entered at command prompt for successful execution.

Applying Configuration Changes

Each command processed by the Virtual Controller is applied on all the slave OAW-IAPs in a cluster. When you
make configuration changes on a master OAW-IAP in the CLI, all associated OAW-IAPs in the cluster inherit
these changes and subsequently update their configurations. The changes configured in a CLI session are
saved in the CLI context.

The CLI does not support the configuration data exceeding the 4K buffer size in a CLI session: therefore,
Alcatel-Lucent recommends that you configure fewer changes at a time and apply the changes at regular
intervals.
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To apply and save the configuration changes at regular intervals, use the following command in the privileged
mode:

(Instant AP)# commit apply

To apply the configuration changes to the cluster, without saving the configuration, use the following
command in the privileged mode:

(Instant AP)# commit apply no-save
To view the changes that are yet to be applied, use the following command in the privileged mode:

(Instant AP)# show uncommitted-config

To revert to the earlier configuration, use the following command in the privileged mode.

(Instant AP)# commit revert

Example:

Instant AP) onfig)# rf dotlla-radio-profile

Instant AP) (RF dotlla Radio Profile)# beacon-interval 200
Instant AP) (RF dotlla Radio Profile)# no legacy-mode

dotllh

( (c

( (

( (

(Instant AP) (RF dotlla Radio Profile
( ( interference-immunity 3
( (

( (

( (R

)
) #

Instant AP) RF dotlla Radio Profile)#
) # csa-count 2
) #
) #

Instant AP) (RF dotlla Radio Profile
Instant AP) (RF dotlla Radio Profile spectrum-monitor
Instant AP) dotlla Radio Profile end

(Instant AP)# show uncommitted-config
rf dotlla-radio-profile
no legacy-mode
beacon-interval 200
no dotllh
interference-immunity 3
csa-count 1
no spectrum-monitor

Instant Access Point# commit apply

Configuration Sub-modes

Some commands in configuration mode allow you to enter into a sub-mode to configure the commands
specific to that mode. When you are in a configuration sub-mode, the command prompt changes to indicate
the current sub-mode.

You can exit a sub-command mode and return to the basic configuration mode or the privileged Exec (enable)
mode at any time by executing the exit or end command.

Deleting Configuration Settings
Use the no command to delete or negate previously-entered configurations or parameters.

To view a list of no commands, type no at the prompt in the relevant mode or sub-mode followed by the
question mark. For example:

(Instant AP) (config) # no?

To delete a configuration, use the no form of a configuration command. For example, the following
command removes a configured user role:

(Instant AP) (config) # no user <username>

To negate a specific configured parameter, use the no parameter within the command. For example, the

following command deletes the PPPoE user configuration settings:

(Instant AP) (config) # pppoe-uplink-profile
(Instant AP) (pppoe_uplink profile)# no pppoe-username
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Using Sequence Sensitive Commands

The AOS-W Instant CLI does not support positioning or precedence of sequence-sensitive commands.
Therefore, Alcatel-Lucent recommends that you remove the existing configuration before adding or modifying
the configuration details for sequence-sensitive commands. You can either delete an existing profile or remove
a specific configuration by using the no... commands.

The following table lists the sequence-sensitive commands and the corresponding no command to remove the
configuration.

Table 5: Sequence-Sensitive Commands

Sequence-Sensitive Command Corresponding no command

opendns <username <password> no opendns

rule <dest> <mask> <match> <protocol> <start-port> no rule <dest> <:mask> <match>

<end-port> {permit |deny | src-nat | dst-nat {<IP- <protocol> <start-port> <end-port>

address> <port>| <port>}} [<optionl..option9>] {permit | deny src-nat | dst-nat}

mgmt-auth-server <auth-profile-name> no mgmt-auth-server <auth-profile-
name>

set-role <attribute>{{equals| not-equals| starts- no set-role <attribute>{{equals]

with| ends-with| contains} <operator> <role>| value- ) )

of} not-equals| starts-with| ends-with|

contains} <operator>| value-of}

no set-role

set-vlan <attribute>{{equals| not-equals| starts- no set-vlan <attribute>{{equals]
with| ends-with| contains} <operator> <VLAN-ID>|

value-of} not-equals| starts-with| ends-with]

contains} <operator>| value-of}

no set-vlan

auth-server <name> no auth-server <name>

Saving Configuration Changes

The running-config holds the current OAW-IAP configuration, including all pending changes which are yet to be
saved. To view the running-config of an OAW-IAP, use the following command:

(Instant AP) # show running-config

When you make configuration changes through the CLI, the changes affect the current running configuration
only. To save your configuration changes, use the following command in the privileged Exec mode:

(Instant AP)# write memory

Commands that Reset the OAW-IAP

If you use the CLI to modify a currently provisioned radio profile, the changes take place immediately. A reboot
of the OAW-IAP is not required to apply the configuration changes. Certain commands, however, automatically
force OAW-IAP to reboot. Verify the current network loads and conditions before executing the commands
that enforce a reboot of the OAW-IAP, as they may cause a momentary disruption in service as the unit resets.

The reload command resets an OAW-IAP.
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Command Line Editing

The system records your most recently entered commands. You can review the history of your actions, or
reissue a recent command easily, without having to retype it.

To view items in the command history, use the up arrow key to move back through the list and the down arrow
key to move forward. To reissue a specific command, press Enter when the command appears in the
command history. You can also use the command line editing feature to make changes to the command prior
to entering it. The command line editing feature allows you to make corrections or changes to a command
without retyping. The following table lists the editing controls. To use key shortcuts, press and hold the Ctrl
button while you press a letter key.

Table 6: Line Editing Keys

Key Effect Description

Ctrl A Home Move the cursor to the beginning of the line.

Ctrl B or the Back Move the cursor one character left.

left arrow

CtriD Delete Right Delete the character to the right of the cursor.

CtrlE End Move the cursor to the end of the line.

Ctrl F or the Forward Move the cursor one character right.

right arrow

CtriK Delete Right Delete all characters to the right of the cursor.

Ctrl N or the Next Display the next command in the command

down arrow history.

Ctrl P or Previous Display the previous command in the command

up arrow history.

CtrIT Transpose Swap the character to the left of the cursor with
the character to the right of the cursor.

CtriU Clear Clear the line.

Ctriw Delete Word Delete the characters from the cursor up to and
including the first space encountered.

Ctri X Delete Left Delete all characters to the left of the cursor.

AOS-W Instant CLI
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Specifying Addresses and Identifiers in Commands

This section describes addresses and other identifiers that you can reference in CLI commands.

Table 7: Addresses and Identifiers

Address/Identifier | Description

IP address For any command that requires entry of an IP address to specify a network
entity, use IPv4 network address format in the conventional dotted decimal
notation (for example, 192.0.2.1).

Netmask address For subnet addresses, specify a subnet mask in dotted decimal notation (for
example, 255.255.255.0).

Media Access Control | For any command that requires entry of a device’s hardware address, use the
(MAC) address hexadecimal format (for example, 00:05:4e:50:14:aa).

Service Set Identifier A unique character string (sometimes referred to as a network name),
(SSID) consisting of no more than 32 characters. The SSID is case-sensitive (for
example, WLAN-01).

Basic Service Set This entry is the unique hard-wireless MAC address of the AP. A unique BSSID
Identifier (BSSID) applies to each frequency— 802.11a and 802.11g—used from the AP. Use the
same format as for a MAC address.

Extended Service Set | Typically the unique logical name of a wireless network. If the ESSID includes
Identifier (ESSID) spaces, enclose the name in quotation marks.
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a-channel

a-channel <channel> <tx-power>

Description

This command configures 5 GHz radio channels for a specific OAW-IAP.

Syntax
Parameter Description Range
<channel> Configures the specified 5 GHz channel. The valid channels for a band
are determined by the AP
regulatory domain.
<tx-power> Configures the specified transmission 0-127 dBm

ower values.
power valu 127dBM is the maximum

possible power that you can set
for a radio. Although the OAW-
IAP allows you to set the
transmission power to the
127dBM, power is allocated
based on the limits set by the
radio hardware and country
code in which the OAW-IAP
operates. The country code
and the OAW-IAP hardware
may support significantly lower
transmission power values
than 127dBm and in such
cases, the transmission power
limit set by the country code
and the OAW-IAP hardware
takes precedence.

Usage Guidelines

Use this command to configure radio channels for the 5 GHz band for a specific OAW-IAP.

Example

The following example configures the 5 GHz radio channel:
(Instant AP)# a-channel 44 18

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.
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Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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a-external-antenna

a-external-antenna <gain>

Description

This command configures external antenna connectors for an OAW-IAP.

Syntax
Parameter Description Range
<gain> Configures the antenna gain. You can configure a gainvalue | Diploe/Omni- 6
in dBi for the following types of antenna: Panel -14
e Dipole/Omni Sector - 14
e Panel
e Sector

Usage Guidelines

If your OAW-IAP has external antenna connectors, you need to configure the transmit power of the system.
The configuration must ensure that the system’s Equivalent Isotropically Radiated Power (EIRP) is in
compliance with the limit specified by the regulatory authority of the country in which the OAW-IAP is
deployed. You can also measure or calculate additional attenuation between the device and antenna before
configuring the antenna gain. To know if your AP device supports external antenna connectors, see the Install
Guide that is shipped along with the AP device.

EIRP and Antenna Gain

The following formula can be used to calculate the EIRP limit related RF power based on selected antennas
(antenna gain) and feeder (Coaxial Cable loss):

EIRP = Tx RF Power (dBm)+GA (dB) - FL (dB)

The following table describes this formula:

Table 8: Formula Variable Definitions

Formula Element Description

EIRP Limit specific for each country of deployment
Tx RF Power RF power measured at RF connector of the unit
GA Antenna gain

FL Feeder loss

For information on antenna gain recommended by the manufacturer, see.

Example

The following example configures external antenna connectors for the OAW-IAP with the 5 GHz radio band.
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(Instant AP)# a-external-antenna 14

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

Command Mode

OAW-IAP Platform

All platforms Privileged EXEC mode
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aaa test-server

aaa test-server <servername> username <username> password <passwd> auth-type <type>

Description

This command tests a configured authentication server.

Syntax
<servername> Authentication server for which the authentication test must be run.
username <username> Username to use to test the authentication server.
password <passwd> Password to use to test the authentication server.
auth-type <type> Authentication protocol type. Use PAP as the authentication type.

Usage Guidelines
This command verifies the status of RADIUS authentication between the OAW-IAP and RADIUS/AAA server.

Example

The following example shows the output of the aaa test-server command:

Authentication is successful

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Privileged EXEC mode
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aeroscout-rtis

aeroscout-rtls <IP-address> <Port> [include-unassoc-stal]
no...

Description

This command configures the Aeroscout Real-Time Asset Location Server (RTLS) settings for AOS-W Instant and
sends the Radio-frequency identification (RFID) tag information to an Aeroscout RTLS server.

Syntax

Command/Parameter Description Default

<IP-address> IP address of the Aeroscout RTLS server to which the —
location reports are sent.

<Port> Port number of the Aeroscout RTLS server to whichthe | —
location reports are sent..

include-unassoc-stas Includes the client stations not associated to any OAW- | Disabled
IAP when mobile unit reports are sent to the Aeroscout
RTLS server.

no Removes the Aeroscout RTLS configuration. —

Usage Guidelines

This command allows you to integrate Aeroscout RTLS server with AOS-W Instant by specifying the IP address
and port number of the Aeroscout RTLS server. When enabled, the RFID tag information for the stations
associated with an OAW-IAP are sent to the AeroScout RTLS. You can also send the RFID tag information for
the stations that are not associated with any OAW-IAP.

Example

The following example configures the Aeroscout RTLS server:

(Instant AP) (config)# aeroscout-rtls 192.0.2.2 3030 include-unassoc-sta
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ Command was introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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alrgroup

airgroup
cppm enforce-registration
cppm-query-interval <interval>
cppm-server <server-name>
disable
enable [dlna-only| mdns-only]
enable-guest-multicast
multi-swarm
no...

no airgroup

Description

This command configures the AirGroup settings on an OAW-IAP.
Syntax

Parameter Description Range Default

cppm enforce-registration Enforces the discovery of the CPPM — Enabled
registered devices. When enabled,
only devices registered with CPPM
will be discovered by Bonjour® or

DLNA devices, based on the CPPM
policy configured.

cppm-query-interval Configures a time interval at which 1-24 10 hours
<interval> AOS-W Instant sends a query to
ClearPass Policy Manager for
mapping the access privileges of
each device to the available services.

cppm-server <server-name> Configures the ClearPass Policy — —
Manager server information for
AirGroup policy.

disable Disables the AirGroup feature. — —

enable [dlna-only| mdns-only] | Epables the mDNS or DLNA or both. — —

When dlna-only command is
executed with enable, the DLNA
support is enabled for AirGroup
enabled devices.

When mdns-only command is
executed with enable, the Bonjour
support is enabled for AirGroup
enabled devices.

enable-guest-multicast Allows the users to use the Bonjour - -
or DLNA services enabled in a guest
VLAN. When enabled, the Bonjour or
DLNA devices will be visible only in

the guest VLAN and AirGroup will not
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Parameter

Description

discover or enforce policies in guest
VLAN.

Range

Default

multi-swarm

Enables inter cluster mobility. When
enabled, the OAW-IAP shares the
mDNS database information with the
other clusters. The AirGroup records
in the Virtual Controller can be
shared with all the Virtual Controllers
specified for L3 Mobility.

Disabled

no...

Removes the configuration settings
for parameters under the airgroup
command.

no airgroup

Removes the AirGroup configuration.

Usage Guidelines

Use this command to configure the AirGroup, the availability of the AirGroup services, and ClearPass Policy

Manager (CPPM) servers.

Example

The following example configures an AirGroup profile:

(Instant AP)
(Instant AP)

confiqg)# airgroup
airgroup) # enable

(Instant AP) (airgroup
(Instant AP)

(Instant AP) (airgroup
(Instant AP) (airgroup

(

( )
( )
(airgroup)
( )
( )
( )

(Instant AP) (airgroup
(Instant AP) (airgroup)# end
(Instant AP)# commit apply

Command History

# cppm enforce-registration
# cppm-server Test

# cppm-query-interval 10

# enable-guest-multicast

# multi-swarm

Version Description

AOS-W Instant 6.4.0.2-4.1

This command is modified.

AOS-W Instant 6.2.1.0-3.3

This command is introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms

Configuration mode and AirGroup configuration sub-mode.
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airgroupservice

airgroupservice <airgroupservice>
description <description>
disable
disallow-role <role>
disallow-vlan <VLAN-ID>
enable
id <AirGroupservice-ID>
no...

Description

This command configures the availability of AirGroup services for the OAW-IAP clients.

Syntax
Parameter Description Default
<ailrgroupservice> Specifies the AirGroup service to configure. —

The following pre-configured services are available
for OAW-IAP clients:

e AirPlay™— Apple® AirPlay allows wireless
streaming of music, video, and slideshows from
your iOS device to Apple TV® and other devices
that support the AirPlay feature.

e AirPrint™— Apple® AirPrint allows you to print
from an iPad®, iPhone®, or iPod® Touch directly
to any AirPrint compatible printers.

e iTunes— iTunes service is used by iTunes Wi-Fi
sync and iTunes home-sharing applications across
all Apple® devices.

e RemoteMgmt— Use this service for remote login,
remote management, and FTP utilities on Apple®
devices.

e Sharing— Applications such as disk sharing and
file sharing, use the service ID that are part of this
service on one or more Apple® devices.

e Chat— The iChat® (Instant Messenger)
application on Apple® devices uses this service.

e ChromeCast—ChromeCast service allows you to
use a ChromeCast device to play audio or video
content on a high definition television by
streaming content through Wi-Fi from the Internet
or local network.

e DLNA Media—Applications such as Windows
Media Player use this service to browse and play
media content on a remote device.

e DLNA Print—This service is used by printers that
support DLNA.
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Parameter

Description

You can allow all services or add custom services. Up
to 10 services can be configured on an OAW-IAP.

Default

description <description>

Adds a description to the AirGroup service profile.

disable Disables AirGroup services for the profile. —

disallow-role <role> Restricts the user roles specified for role from Disabled
accessing the AirGroup service.

disallow-vlan <VLAN-ID> Restricts the AirGroup servers connected on the Disabled

specified VLANs from being discovered.

enable

Enables the AirGroup service for the profile.

id <airgroupserviceid>

Allows you to specify the AirGroup service ID
corresponding to the service that you are trying to
configure.

NOTE: The service IDs cannot be added for the pre-
configured services.

no...

Removes the AirGroup service configuration.

Usage Guidelines

Use this command to enforce AirGroup service policies and define the availability of a services for an AirGroup
profile. When configuring AirGroup service for an AirGroup profile, you can also restrict specific user roles and
VLANSs from availing the AirGroup services.

Example

The following example configures AirGroup services:

(Instant AP) (

(Instant AP) (

(Instant AP) (airgroup-service
(Instant AP) (

(Instant AP) (airgroup-service
(Instant AP)# commit apply

airgroup-service)

)
airgroup-service)
)

Command History

config)# airgroupservice AirPlay

# description AirPlay Service
# disallow-role guest

# disallow-vlan 200

# end

Version Description

AOS-W Instant 6.4.0.2-4.1

This command is modified.

AOS-W Instant 6.3.1.1-4.0

This command is modified.

AOS-W Instant 6.2.1.0-3.3

This command is introduced.
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Command Information

OAW-IAP Platform Command Mode
All platforms Configuration mode and AirGroup services configuration sub-
mode.
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airwave-rtls

airwave-rtls <IP-address> <Port> <key> <frequency> [include-unassoc-sta]
no...

Description

This command integrates OmniVista Real-Time Asset Location Server (RTLS) settings for AOS-W Instant and
sends the Radio-frequency identification (RFID) tag information to an OmniVista RTLS server with the RTLS
feed to accurately locate the wireless clients.

Syntax
Command/Parameter Description Default
<IP-address> Configures the IP address of the OmniVista RTLS —
server.
<Port> Configures the port for the OmniVista RTLS server. —
<key> Configures key for service authorization. —
<frequency> Configures the frequency at which packets are sentto | 5
the RTLS server in seconds.
include-unassoc-sta When enabled, this option sends mobile unit reports to | Disabled
the OmniVista RTLS server for the client stations that
are not associated to any OAW-IAP (unassociated
stations).
no... Removes the specified configuration parameter. —

Usage Guidelines

Use this command to send the RFID tag information to OmniVista RTLS. Specify the IP address and port
number of the OmniVista server, to which the location reports must be sent. You can also send reports of the
unassociated clients to the RTLS server for tracking purposes.

Example

The following command enables OmniVista RTLS:
(Instant AP) (config) # airwave-rtls ams-ip 192.0.2.3 3030 pass@1234 5 include-unassoc-sta

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode

AOS-W Instant 6.4.4.4-4.2.3.0 | CLI Reference Guide airwave-rtls | 25



ale-report-interval

ale-report-interval <seconds>

no...
Description
This command configures the interval at which an OAW-IAP sends data to the Analytics and Location Engine
(ALE) server.
Syntax
Command/Parameter | Description Range Default
ale-report-interval Configures an interval at which the 6-60 seconds | 30
<seconds> Virtual Controller can report the OAW-
IAP and client details to the ALE server.
no... Removes the specified configuration — —
parameter.

Usage Guidelines
Use this command to specify an interval for OAW-IAP and ALE server communication.

Example

The following example configures the ALE server details:

(Instant AP) (config)# ale-report-interval 60

Command History

Version Description

AOS-W Instant 6.3.1.1-4.0 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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ale-server

ale-server <server>
no...

Description
This command configures Analytics and Location Engine (ALE) server details for OAW-IAP integration with ALE.

Syntax
Command/Parameter Description
ale-server <server> Allows you to specify the Fully Qualified Domain Name (FQDN) or
IP address of the ALE server.
no... Removes the specified configuration parameter.

Usage Guidelines
Use this command to enable an OAW-IAP for ALE support.

Example

The following example configures the ALE server details:

(Instant AP) (config)# ale-server AleServerl

Command History

Version Description

AOS-W Instant6.3.1.1-4.0 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode.
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alg

alg
sccp-disable
sip-disable
ua-disable
vocera-disable
no...

Description

This command allows you to modify the configuration settings for Application Layer Gateway (ALG) protocols
enabled on an OAW-IAP. An application-level gateway consists of a security component that augments a
firewall or NAT used in a network.

Syntax
Command/Parameter Description Default
sccp-disable Disables the Skinny Call Control Protocol (SCCP). Enabled
sip-disable Disables the Session Initiation Protocol (SIP) for VOIP Enabled
and other text and multimedia sessions.
ua-disable Disables the Alcatel-Lucent NOE protocol. Enabled
vocera-disable Disables the VOCERA protocol. Enabled
no... Removes the specified configuration parameter. —

Usage Guidelines

Use this command to functions such as SIP, Vocera, and Cisco Skinny protocols for ALG.

Example

The following example configures the ALG protocols:

(Instant AP) (config)# alg

(Instant AP) (ALG)# sccp-disable
(Instant AP) (ALG)# no sip-disable
(Instant AP) (ALG)# no ua-disable
(Instant AP) (ALG)# no vocera-disable
(Instant AP) (ALG)# end

(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.
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Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode and ALG configuration sub-mode.
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allow-new-aps

allow-new-aps
no...

Description

This command allows the new access points to join the OAW-IAP cluster.

Syntax
Command/Parameter Description
allow-new-aps Allows new access points in the domain.
no Removes the specified configuration parameter.

Usage Guidelines

Use this command to allow the new access points to join the OAW-IAP cluster. When this command is enabled,
only the licensed slave OAW-IAPs can join the cluster.

Example

The following command allows the new OAW-IAPs to join the cluster.
(Instant AP) (config)# allow-new-aps

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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allowed-ap

allowed-ap <MAC-address>
no...

Description
This command allows an AP to join the OAW-IAP cluster.

Syntax
Command/Parameter Description
allowed-ap <MAC-address> Specifies the MAC address of the OAW-IAP that is allowed to join
the cluster.
no... Removes the specified configuration parameter.

Usage Guidelines

Use this command to allow an OAW-IAP to join the cluster.

Example

The following command configures an allowed OAW-IAP:
(Instant AP) (config)# allowed-ap 01:23:45:67:89:AB

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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a-max-clients

a-max-clients <max-clients>

Description
This command configures the maximum number of clients allowed for 5 GHz radio channels.

Syntax

Parameter Description

<max-clients> Denotes the maximum number of clients 1 to 255.
that can be configured on the 5 GHz radio
channel of the OAW-IAP.

Usage Guidelines
Use this command to set the maximum number of clients allowed to connect to 5 GHz radio channels for a
specific OAW-IAP.

Example

The following example configures the maximum number of clients for a 5 GHz radio channel:
(Instant AP)# a-max-clients 35

Command History

Version Description

AOS-W Instant 6.4.4.4-4.2.3.0 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

OAW-IAP204/205, OAW-IAP205H, OAW- Privileged EXEC mode
IAP215, OAW-1AP224/225, OAW-1AP228,
OAW-IAP275, OAW-IAP277
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ams-backup-ip
ams-backup-ip <IP-address or domain name>

no...

Description
This command adds the IP address or domain name of the backup OmniVista Management server.

Syntax
Parameter Description
;ii;iddress or domain Configures the IP address or domain name of the secondary OmniVista
Management Server.
no... Removes the specified configuration parameter.

Usage Guidelines

Use this command to add the IP address or domain name of the backup OmniVista Management Server. The
backup server provides connectivity when the OmniVista primary server is down. If the OAW-IAP cannot send
data to the primary server, the Virtual Controller switches to the backup server automatically.

Example
The following command configures an OmniVista backup server.

(Instant AP) (config)# ams-backup-ip 192.0.2.1

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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ams-identity

ams-identity <Name>
Description

This command uniquely identifies the group of OAW-IAPs managed or monitored by the OmniVista
Management console. The name can be a location, vendor, department, or any other identifier.

Syntax

Parameter Description

ams-identity <Name> Configures a name that uniquely identifies the OAW-IAP on the
OmniVista Management server. The name defined for this
command will be displayed under the Groups tab in the OmniVista
user interface.

Usage Guidelines

Use this command to assign an identity for the OAW-IAPs monitored or managed by the OmniVista
Management Server.

Example
The following command configures an OmniVista identifier:

(Instant AP) (config)# ams-identity alcatel

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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ams-ip
ams—-ip <IP-address or domain name>
no...

Description

This command configures the IP address or domain name of the OmniVista Management console for an OAW-
IAP.

Syntax

Parameter Description

<IP-address or domain name> Configures the IP address or domain name of an OmniVista
Management server for an OAW-IAP.

Usage Guidelines

Use this command to configure the IP address or domain name of the AMS console for an OAW-IAP.

Example

The following command configures the OmniVista Management Server.
(Instant AP) (config)# ams-ip 192.0.1.2

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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ams-key

ams-key <key>
no...

Description

This command assigns a shared key for service authorization.

Syntax
Parameter Description
<key> Authorizes the first Virtual Controller to communicate with the OmniVista
server.
no... Removes the specified configuration parameter.

Usage Guidelines

Use this command to assign a shared key for service authorization. This shared key is used for configuring the
first AP in the OAW-IAP network.

Example
The following command configures the shared key for the OmniVista management server.
(Instant AP) (config)# ams-key key@789

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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apix
aplx {peapl|tls {tpm|user}} [validate-server]
no...

Description
This command sets the 802.1X authentication type on the uplink ports of OAW-IAP.

Syntax

peap Configures PEAP based 802.1X authentication type.

tls Configures TLS based 802.1X authentication type.

tpm Configures a factory-installed TPM (Trusted Platform Module)
certificate for OAW-IAP authentication.

validate-server Validates the authentication server credentials against the CA
certificate in the OAW-IAP database.

no... Removes the configuration.

Usage Guidelines

Use this command to configure 802.1X authentication on uplink ports of an OAW-IAP, so that the OAW-IAPs
can authenticate as 802.1X supplicant against the wired ports.

Command History

Version Description

AOS-W Instant 6.4.4.4-4.2.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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apix-peap-user
aplx-peap-user <aplxuser> <password>
no...

Description

This command configures the user name and password variables to set the OAW-IAP as a 802.1X supplicant to
authenticate against the wired ports.

Syntax
Parameter Description
<aplxuser> Configures the user name variable for OAW-IAP to authenticate
against the wired uplink ports with 802.1X authentication enabled.
<password> Configures the password variable for OAW-IAP to authenticate
against the wired uplink ports with 802.1X authentication enabled.
no... Removes the configuration.

Usage Guidelines

Use this command to configure and store the user name and password variables in OAW-IAP flash. This
configuration is required for OAW-IAP to authenticate as 802.1X supplicant against the wired ports that are
configured to use 802.1X protocols for authenticating clients.

Command History

Version Description

AOS-W Instant 6.4.4.4-4.2.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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apply

apply {cplogo-install| cplogo-uninstall| debug-command| delta-config}

Description
This command is used to save or apply the configuration settings on the OAW-IAP.

Syntax
cplogo-install Installs the captive portal logo on the OAW-IAP.
cplogo-uninstall Uninstalls the captive portal logo on the OAW-IAP.
debug-command Applies the configuration settings from the debug command.
delta-config Applies the configuration settings from the delta-config command.

Usage Guidelines
Use this command to apply the current configuration settings on the OAW-IAP.

Example
The following example installs the captive portal logo on an OAW-IAP.
(Instant AP) (config)# apply cplogo-inistall http://cp.logo.com

The following example uninstalls the captive portal logo on an OAW-IAP.
(Instant AP) (config)# apply cplogo-inistall http://cp.logo.com

Command History

Version Description

AOS-W Instant 6.4.0.2-4.1 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Privileged EXEC mode.
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arm

arm
80mhz-support
a-channels <a-channel>
air-time-fairness-mode {<default-access>| <fair-access>| <preferred-access>}
band-steering-mode {balance-bands|prefer-5ghz| force-5ghz| disable}
client-aware
client-match [bad-snr <snr> | [calc-interval <interval>| calc-threshold <thresh>| client-
thresh <thresh> | debug <level>| good-snr <snr> | holdtime <second> | max-adoption
<adopt>| max-request <reqg>| nb-matching <percentage> |report-interval <interval>|
restriction-timeout slb-mode <mode>|snr-thresh <snr>| vbr-entry-age <age>]
g-channels
max-tx-power
min-tx-power
scanning
wide-bands {<none>| <all>| <2.4>]| <5>}
no...

Description

This command assigns an Adaptive Radio Management (ARM) profile for an OAW-IAP and configures ARM
features such as band steering, spectrum load balancing, airtime fairness mode, and access control features.

Syntax
Command/Parameter Description Range Default
80mhz-support Enables the use of 80 MHz channels on — —
APs with 5GHz radios, which support a
very high throughput.

NOTE: Only the APs that support
802.11ac can be configured with 80 MHz

channels.
a-channels <a-channel> Configures 5 GHz channels. — —
air-time-fairness-mode Allows equal access to all clients on the default- default-

i ; ; .. | access

(<default-access>| <fair- wireless medium, regardless of client access,fair
access>| <preferred-access>} type, capability, or operating system and access,

prevents the clients from monopolizing preferred-

resources. You can configure any of the access

following modes:

e default-access—To provide access
based on client requests. When this
mode is configured, the per user and
per SSID bandwidth limits are not
enforced.

e fair-access—To allocate Airtime
evenly across all the clients.

e preferred-access—To seta
preference where 11n clients are
assigned more airtime than 11a/11g.
The 11a/11g clients get more airtime
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Command/Parameter

Description

than 11b. The ratio is 16:4:1.

Range

Default

band-steering-mode

{<balance-bands>|<prefer-
5ghz>|<force-5ghz>|
<disable>}

Assigns the dual-band capable clients to
the 5 GHz band on dual-band. It reduces
co-channel interference and increases
available bandwidth for dual-band clients,
because there are more channels on the
5 GHz band than on the 2.4 GHz band.
You can configure any of the following
band-steering modes:

e prefer-5ghz—To allow the OAW-IAP to
steer the client to 5 GHz band (if the
clientis 5 GHz capable). However, the
OAW-IAP allows the client connection
on the 2.4 GHz band if the client
persistently attempts for 2.4 GHz
association.

e force-5ghz—To enforce 5 GHz band
steering mode on the OAW-IAPs, so
that the 5 GHz capable clients are
allowed to use only the 5GHz
channels.

e balance-bands—To allow the OAW-
IAPs to balance the clients across the
two 2.4 GHz and 5 GHz radio and to
utilize the available bandwidth.

e disable—To allow the clients to select
the bands.

balance-
bands,
prefer-
5ghz, force-
5ghz,
disable

balance-
bands

client-aware

Enables the client aware feature. When
enabled, the OAW-IAP will not change
channels for the Access Points when
clients are active, except for high priority
events such as radar or excessive noise.
The client aware feature must be enabled
in most deployments for a stable WLAN.

Enabled

client-match

Enables enable the client match feature
on APs. When the client match feature is
enabled on an OAW-IAP, the OAW-IAP
measures the RF health of its associated
clients. If the client's Received Signal
Strength Indication (RSSI) is less than
18dB but has a good RSSI with another
OAW-IAP having an RSS! of more than
30db or atleast 10db more than its
current RSSI, the client will be moved to
the OAW-IAP with the higher RSSI for
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Command/Parameter Description Range Default

better performance and client experience.
In the current release, the client match
feature is supported only within the OAW-
IAPs within the swarm.

bad-snr <snr> The clients with an SNR value below the 0-100 18
threshold value will be moved to a
potential target AP.

calc-interval<seconds> Configures an interval at which client 1-600 in 3
match is calculated. seconds
calc-threshold <threshold> | Configures a threshold that takes 1-255 5

acceptance client count difference among
all the channels of Client match into
account. When the client load on an AP
reaches or exceeds the threshold in
comparison, client match is enabled on

that AP.
client-thresh <thresh> When the number of clients on a radio 0-255 30
exceeds the value, SLB algorithm will be
triggered.
debug <level> Displays information required for 0-4 1— error
debugging client match issues.
0—none,
1— error,
2—
information,
3—debug,
4—dump
good-snr <snr> The OAW-IAPs with a RSS! higher thanthe | 0-100 30
specified good-snr value will be
considered as a potential target OAW-IAP.
holdtime <number> Configures the hold time for the next 1—1800 300
client match action on the same client.
max-adoption <count> Configure a maximum number for 0-100 10
adopting clients.
max-request <count> Configures the maximum number of 0-100 10
requests for client match.
nb-matching <percentage> Configures a percentage value to be 20-100% 75%

considered in the same virtual RF
neighborhood of Client match.
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Command/Parameter

report-interval <interval>

Description

Configures the report interval of VBR on
each AP.

Range

0-3600

Default

30

restriction-timeout

Configures the timeout interval during
which non-target AP will not respond to a
specific client.

1—255

10

slb-mode <mode>

Configures a balancing strategy for client
match. The applicable values are:

e T1—Channel-based
e 2—Radio-based
e 3—Channel and Radio based

snr-thresh <snr>

The snr value of the Client RSSI must be
higher than the current AP for a potential
target AP.

0-100

10

vbr-entry-age <age>

Denotes the aging time for stable VBR
entries

1-3600

300

g-channels <g-channel>

Configures 2.4 GHz channels.

min-tx-power <power>

Sets the minimum transmission power.
This indicates the minimum Effective
Isotropic Radiated Power (EIRP). If the
minimum transmission EIRP setting
configured on an AP is not supported by
the AP model, this value is reduced to the
highest supported power setting.

0-127 dBm

18

max-tx-power <power>

Sets the highest transmit power levels for
the AP. If the maximum transmission EIRP
configured on an AP is not supported by
the AP model, the value is reduced to the
highest supported power setting.

NOTE: Higher power level settings may
be constrained by local regulatory
requirements and AP capabilities.

0-127 dBm

127

scanning

Allows the OAW-IAPs to scan other
channels for RF Management and
Wireless Intrusion Protection System
enforcement.

Disabled

wide-bands {<none>| <all>|
<2.4>] <5>}

Allows administrators to configure 40
MHz. channels in the 2.4 GHz and 5.0 GHz
bands. 40 MHz channels are two 20 MHz
adjacent channels that are bonded
together. The 40 MHz channels double

none, all,
24,and5
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Command/Parameter Description Range Default

the frequency bandwidth available for
data transmission. For high performance,
enter 5GHz. If the AP density is low, enter
2.4GHz.

no... Removes the current value for that — —
parameter and return it to its default
setting

Usage Guidelines

Use this command to configure ARM features on an OAW-IAP. ARM ensures low-latency roaming, consistently
high performance, and maximum client compatibility in a multi-channel environment. By ensuring the fair
distribution of available Wi-Fi bandwidth to mobile devices, ARM ensures that data, voice, and video
applications have sufficient network resources at all times. ARM allows mixed 802.11ac, a, b, g, and n client
types to inter-operate at the highest performance levels.

Example
The following example configures an ARM profile:

(Instant AP) (config)# arm

(
(Instant AP) (ARM)# 80mhz-support
(Instant AP) (ARM)# a-channels 44
(Instant AP) (ARM) # min-tx-power 18
(Instant AP) (ARM) # max-tx-power 127
(Instant AP) (ARM) # band-steering-mode prefer-5ghz
(Instant AP) (ARM)# air-time-fairness-mode fair-access
(Instant AP) (ARM)# scanning
(Instant AP) (ARM)# client-aware
(Instant AP) (ARM)# client-match
(Instant AP) (ARM)# wide-bands 5

(Instant AP) (ARM)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.4.3.2-4.2.1 The restriction-timeout parameter was added to the
client-match command.

AOS-W Instant 6.3.1.1-4.0 This command is modified.

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration and ARM configuration sub-mode.
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attack

attack
drop-bad-arp-enable
fix-dhcp-enable
no...
poison-check-enable

Description

This command enables firewall settings to protect the network against wired attacks, such as ARP attacks or
malformed DHCP packets, and notify the administrator when these attacks are detected.

Syntax

Command/Parameter Description

drop-bad-arp-enable

Enables the OAW-IAP to block the bad ARP request.

fix-dhcp-enable

Enables the OAW-IAP to fix the malformed DHCP packets.

poison-check-enable

Enables the OAW-IAP to trigger an alert notifying the user about

the ARP poisoning that may have been caused by the rogue APs.

no...

Removes the specified configuration parameter.

Usage Guidelines

Use this command to block ARP attacks and to fix malformed DHCP packets.

Example

The following example configures firewall settings to protect the network from Wired attacks:

(Instant AP)
(Instant AP)

config) # attack

ATTACK) # drop-bad-arp-enable

(

(
(Instant AP) (ATTACK) # fix-dhcp-enable
(Instant AP) (ATTACK) # poison-check-enable

(Instant AP) (ATTACK) # end
(Instant AP)# commit apply

Command History

Version

AOS-W Instant 6.2.1.0-3.3

Description

‘ This command is introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms

‘ Configuration and Attack configuration sub-mode
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auth-failure-blacklist-time

auth-failure-blacklist-time <seconds>

Description
This command allows the OAW-IAPs to dynamically blacklist the clients when they exceed the authentication
failure threshold.

Syntax
Parameter Description Default
auth-failure-blacklist- Configures the duration in seconds for which the 3600
time <seconds> clients that exceed the maximum authentication

failure threshold are blacklisted.

Usage Guidelines
Use this command to dynamically blacklist the clients that exceed the authentication failure threshold
configured for a network profile.

Example

The following example blacklists the clients dynamically:
(Instant AP) (config)# auth-failure-blacklist-time 60

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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auth-survivability cache-time-out

auth-survivability cache-time-out <time-out>

Description

This command configures an interval after which the authenticated credentials of the clients stored in the
cache expire. When the cache expires, the clients are required to authenticate again.

Syntax

Parameter Description Default

auth-survivability Indicates the duration after which the 1-99 hours 24 hours

cache-time-out authenticated credentials in the cache expire.

Usage Guidelines

Use this command when the authentication survivability is enabled on a network profile, to set a duration after
which the authentication credentials stored in the cache expires. To enable the authentication survivability
feature, use the auth-survivability in WLAN SSID profile sub-mode.

Example

(Instant AP) (config)# auth-survivability cache-time-out 60

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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blacklist-client

blacklist-client <MAC-address>
no...

Description
This command allows you to manually blacklist the clients by using MAC addresses of the clients.

Syntax

Parameter Description

blacklist-client <MAC-address> Adds the MAC address of the client to the blacklist.

no... Removes the specified configuration parameter.

Usage Guidelines
Use this command to blacklist the MAC addresses of clients.

Example

The following command blacklists an OAW-IAP client:
(Instant AP) (config)# blacklist-client 01:23:45:67:89:AB

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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blacklist-time

blacklist-time <seconds>

Description
This command sets the duration in seconds for which the clients can be blacklisted due to an ACL rule trigger.

Syntax

Parameter Description Default

blacklist-time <seconds> Sets the duration in seconds for blacklisting clients due | 3600
toan ACL rule trigger.

Usage Guidelines
Use this command to configure the duration in seconds for which the clients can be blacklisted when the
blacklisting rule is triggered.

Examples
The following command configures the duration for blacklisting clients:

(Instant AP) (config) # blacklist-time 30

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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ble

ble
config <token> <url>
mode <opmode>

Description

This command enables Bluetooth Low Energy (BLE) beacon management by Beacon Management Console
(BMC) and configures the BLE operation mode.

Syntax

Parameter | Description Range Default

config Allows you to enable BLE beacon management by BMC. — —

<token> Configures a text string of text string of 1-255 characters as the Bluetooth | — —
Low Energy (BLE) endpoint authorization token. The authorization token is
used by the BLE devices in the HTTPS header when communicating with
the BMC.

<url> Configures the URL of the server to which the BLE monitoring data is sent. | — —

mode Configures the operation modes for the built-in Bluetooth Low Energy beaconing | Disabled
copmode> | (BLE) chip in the OAW-IAP. disabled

OAW-IAPs support the following BLE operation modes: dynamic-

e Beaconing: The built-in BLE chip of the OAW-IAP functions as an console
iBeacon combined with the beacon management functionality. persistent-

o Disabled: The built-in BLE chip of the OAW-IAP is turned off. BLE console
operation mode is set the Disabled by default.

e DynamicConsole: The built-in BLE chip of the OAW-IAP functions in
the beaconing mode and dynamically enables access to OAW-IAP
console over BLE when the link to the Local Management Switch (LMS)
is lost.

o PersistentConsole: TThe built-in BLE chip of the OAW-IAP provides
access to the OAW-IAP console over BLE and also operates in the
Beaconing mode.

Usage Guidelines

The BLE beacon management feature allows you to configure parameters for managing the BLE beacons from
the Alcatel-Lucent BLE devices connected to an OAW-IAP and establishing secure communication with the
Beacon Management Console (BMC). You can also configure the BLE operation modes that determine the
functions of the built-in BLE chip in the OAW-IAP.

L)

HNOTE

The BLE beacon management and BLE operation mode feature is supported only on IAP-324/325, OAW-
IAP214/215, and OAW-IAP224/225 devices.
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Example

The following example enables BLE beacon management:

(host) (config)# ble config
MmZJYzkyNTZ1YzExODY2MjU30TBINTkyZjAOMIdmNS UGOWVKNGd1M) k3MDAXY zF] 25 A2ZTQ3Y2UxYWEXMmMwY TE=

https://edit.meridianapps.com/api/beacons/manage
(host) (config)# end
(host) (config) # commit apply

The following example enables the beaconing BLE operation mode:

(host) (config) # ble mode beaconing
(host) (config) # end
(host) (config) # commit apply

Command History

Release Modification

AOS-W Instant 6.4.4.4-4.2.3 ‘ This command was introduced.

Command Information

Platforms Command Mode

IAP-324/325 Configuration mode
OAW-1AP214/215
OAW-1AP224/225
OAW-IAP205H
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calea

calea
encapsulation-type <gre>
ip <IP-address>
ip mtu <size>
gre-type <type>
no...
no calea

Description

This command creates a Communications Assistance for Law Enforcement Act (CALEA) profile to enable OAW-
IAPs for Lawful Intercept (LI) compliance and CALEA integration.

Syntax

Command/Parameter | Description Range Default

calea Enables calea configuration sub-mode for — —
CALEA profile configuration.

encapsulation-type Specifies the encapsulation type for GRE GRE

<gre> Generic Routing Encapsulation (GRE)
packets.

ip <IP-address> Configures the IP address of the CALEA — —
server on an OAW-IAP.

ip mtu <size> Configures the Maximum Transmission 68—1500 1500
Unit size to use.

gre-type Specifies GRE type. — 25944

no... Disables the parameters configured under | — —
the calea command.

no calea Removes the CALEA configuration — —

Usage Guidelines

Use this command to configure an OAW-IAP to support Lawful Intercept (LI). LI allows the Law Enforcement
Agencies (LEA) to conduct an authorized electronic surveillance. Depending on the country of operation, the
service providers (SPs) are required to support LI in their respective networks.

In the United States, SPs are required to ensure LI compliance based on CALEA specifications. LI compliance in
the United States is specified by the CALEA.

For more information on configuring OAW-IAPs for CALEA integration, see AOS-W Instant User Guide.

Example

The following example configures a CALEA profile:

(Instant AP)
(Instant AP)

config) # calea
calea)# ip 192.0.8.29

(

(
(Instant AP) (calea)# ip mtu 1500
(Instant AP) (calea)# encapsulation-type gre
(Instant AP) (calea)# gre-type 25944
(Instant AP) (calea)# end
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(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.4 This command is introduced.

Command Information

Command Mode

OAW-IAP Platform

All platforms Configuration mode and access rule configuration sub-mode.
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cellular-uplink-profile

cellular-uplink-profile <profile>

4g-usb-type <4G-usb-type>

modem-country <modem-country>

modem-isp <modem isp>

usb-auth-type <usb authentication type>

usb-dev <usb-dev>
usb-dial <usb-dial>
usb-init <usb-init>

usb-modeswitch <usb-modeswitch>

usb-passwd <usb-passwd>
usb-tty <usb-tty>
usb-type <usb-type>
usb-user <usb-user>
no...

no cellular-uplink-profile

Description

This command provisions the cellular (3G/4G) uplink profiles on an OAW-IAP.

Syntax

Parameter Description Range Default

cellular-uplink-profile Configures a 3G or 4G cellular — —

<profile> profile for an OAW-IAP.

4g-usb-type <4G-usb-type> Configures the driver type for | ether-lte, —
the 4G modem. pantech-Ite,

none

modem-country <modem-country> Specifies the country for the — —
deployment.

modem-isp <modem isp> Specifies the name of the ISP — —
to connect.

usb-auth-type <usb_ Specifies the authentication PAP, CHAP PAP

authentication type>

type for USB.

usb-dev <usb-dev>

Specifies the device ID of the
USB modem.

usb-dial <usb-dial>

Specifies the parameter to
dial the cell tower.

usb-init <usb-init>

Specifies the parameter name
to initialize the modem.

usb-passwd <usb-passwd>

Specifies the password for the
account associated with the
subscriber of the selected ISP.

usb-modeswitch <usb-
modeswitch>

Specifies the parameter used
to switch modem from
storage mode to modem
mode.
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Parameter

usb-type <usb-type>

Description

Configures the driver type for
the 3G modem.

Range

acm,
airprime, hso,
option,
pantech-3g,
sierra-evdo,
sierra-
gsm,none

Default

usb-tty <usb-tty>

Specifies the modem tty port.

usb-user <usb-user>

Specifies the username of

subscriber of the selected ISP.

no...

Removes the configuration
settings of parameters under
the cellular-uplink-profile
command.

no cellular-uplink-profile

Removes the cellular uplink
configuration profile.

Usage Guidelines

Use this command to configure a cellular uplink profile on an OAW-IAP and modem parameters 3G /4G uplink
provisioning. AOS-W Instant supports the use of 3G/4G USB modems to provide Internet backhaul to an
Instant network. The 3G/4G USB modems can be used to extend client connectivity to places where an
Ethernet uplink cannot be configured. This enables the OAW-IAPs to automatically choose the available
network in a specific region.

E The3G and 4G LTE USB modems can be provisioned on OAW-RAP3WN/3WNP and OAW-RAP155/155P.

NOTE

Types of Modems

The following 3G modems are supported:

USBConnect 881 (Sierra 881U)
Quicksilver (Globetrotter ICON 322)

UM100C (UTstarcom)

lcon 452

Aircard 250U (Sierra)

USB 598 (Sierra)

U300 (Franklin wireless)

U301 (Franklin wireless)

USB U760 for Virgin (Novatel)

USB U720 (Novatel/Qualcomm)

UM175 (Pantech)
UM150 (Pantech)
UMW190(Pantech)
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SXC-1080 (Qualcomm)

Globetrotter ICON 225

UMG181

NTT DoCoMo L-05A (LG FOMA LO5A)
NTT DoCoMo L-02A

ZTE WCDMA Technologies MSM (MF6687?)
Fivespot (ZTE)

c¢-motech CNU-600

ZTEAC2736

SEC-8089 (EpiValley)

Nokia CS-10

NTT DoCoMo L-08C(LG)

NTT DoCoMo L-02C(LG)

Novatel MC545

Huawei E220 for Movistar in Spain
Huawei E180 for Movistar in Spain
ZTE-MF820

Huawei E173s-1

Sierra 320

Longcheer WM72

U600 (3G mode)

Sierra USB-306 (HK CLS/1010 (HK))
Sierra 306/308 (Telstra (Aus))

Sierra 503 PCle (Telstra (Aus))

Sierra 312 (Telstra (Aus))

Aircard USB 308 (AT&T's Shockwave)
Compass 597(Sierra) (Sprint)

U597 (Sierra) (Verizon)

Tstick C597(Sierra) (Telecom(NZ))
Ovation U727 (Novatel) (Sprint)

USB U727 (Novatel) (Verizon)

USB U760 (Novatel) (Sprint)

USB U760 (Novatel) (Verizon)
Novatel MiFi 2200 (Verizon Mifi 2200)
Huawei E272, E170, E220 (ATT)
Huawei E169, E180,E220,E272 (Vodafone/SmarTone (HK))
Huawei E160 (O2(UK))

Huawei E160 (SFR (France))

Huawei E220 (NZ and JP)

Huawei E176G (Telstra (Aus))

Huawei E1553, E176 (3/HUTCH (Aus))
Huawei K4505 (Vodafone/SmarTone (HK))
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Huawei K4505 (Vodafone (UK))

ZTE MF656 (Netcom (norway))
ZTEMF636 (HKCSL/1010)

ZTE MF633/MF636 (Telstra (Aus))

ZTE MF637 (Orange in Israel)

Huawei E180, E1692,E1762 (Optus (Aus))
Huawei E1731 (Airtel-3G (India))

Huawei E3765 (Vodafone (Aus))

Huawei E3765 (T-Mobile (Germany)
Huawei E1552 (SingTel)

Huawei E1750 (T-Mobile (Germany))
UGM 1831 (TMobile)

Huawei D33HW (EMOBILE(Japan))
Huawei GDO1 (EMOBILE(Japan))

Huawei EC150 (Reliance NetConnect+ (India))
KDDI DATAO7(Huawei) (KDDI (Japan))
Huawei E353 (China Unicom)

Huawei EC167 (China Telecom)

Huawei E367 (Vodafone (UK))

Huawei E352s-5 (T-Mobile (Germany))
Huawei K4505 (Vodafone/SmarTone (HK))
Huawei K4505 (Vodafone (UK))

ZTE MF656 (Netcom (norway))

ZTE MF636 (HK CSL/1010)

ZTE MF633/MF636 (Telstra (Aus))

ZTE MF637 (Orange in Israel)

Huawei E180, E1692,E1762 (Optus (Aus))
Huawei E1731 (Airtel-3G (India))

Huawei E3765 (Vodafone (Aus))

Huawei E3765 (T-Mobile (Germany)
Huawei E1552 (SingTel)

Huawei E1750 (T-Mobile (Germany))
UGM 1831 (TMobile)

Huawei D33HW (EMOBILE(Japan))
Huawei GDO1 (EMOBILE(Japan))

Huawei EC150 (Reliance NetConnect+ (India))
KDDI DATAO7(Huawei) (KDDI (Japan))
Huawei E353 (China Unicom)

Huawei EC167 (China Telecom)

Huawei E367 (Vodafone (UK))

Huawei E352s-5 (T-Mobile (Germany))
Huawei D41HW
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The following table lists the supported 4G modems.

ZTEAC2726

Netgear AirCard 340U
Netgear Aircard 341U
Franklin Wireless U770
Huawei E3276
Novatel MC551L
Pantech UML295
Pantech UML290
Huawei E3372

Alcatel L800

Sierra 340U

Sierra 320U

Sierra 330U

When UML290 runs in auto detect mode, the modem can switch from 4G network to 3G network or vice-
E versa based on the signal strength. To configure the UML290 for the 3G network only, manually set the USB

pantech-lte.

type to pantech-3g. To configure the UML290 for the 4G network only, manually set the 4G USB type to

Example 1

The following example configures a cellular uplink profile:
(Instant

AP) (config) # cellular-uplink-profile

(Instant AP) (cellular-uplink-profile)# usb-type sierra-net
(Instant AP) (cellular-uplink-profile)# usb-dev 0x0f3d68aa
(Instant AP) (cellular-uplink-profile)# usb-init 3,broadband
(Instant AP) (cellular-uplink-profile)# end
(Instant AP)# commit apply

Example 2
The following example configures a cellular uplink profile for UML295 Country US and ISP Pantech:

(Instant

AP) (config) # cellular-uplink-profile

(Instant AP) (cellular-uplink-profile)# usb-type rndis-uml295

(Instant AP) (cellular-uplink-profile)# usb-dev 0x10a96064
(Instant AP) (cellular-uplink-profile)# usb-tty ttyACMO

(Instant AP) (cellular-uplink-profile)# end
(Instant AP)# commit apply
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Command History

Version Description

AOS-W Instant 6.4.3.4-4.2.1.0 The pin-enable, pin-puk, and pin-renew parameters were
removed.

These parameters are now available as commands in the
privileged Exec mode.

AOS-W Instant 6.4.3.1-4.2 The pin-enable, pin-puk, and pin-renew parameters were
added.
AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode
All platforms Configuration mode and cellular uplink profile configuration
sub-mode
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clear airgroup state statistics

clear airgroup state statistics

Description

This command removes the AirGroup statistics.

Usage Guidelines
Use this command to remove AirGroup details from the OAW-IAP database.

Example

The following command clears AirGroup statistics:

(Instant AP) (config)# clear airgroup state statistics

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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clear

clear
ap <ip-address>
arp <ip-address>
client <mac>
datapath {session-all| statistics}

Description
This command clears various user-configured values from the running configuration on an OAW-IAP.

Syntax
ap <ip-address> Clears all OAW-IAP related information.
arp <ip-address> Clears all ARP table information for an OAW-IAP.
client <mac> Clears all information pertaining to an OAW-IAP client.
datapath {session- Clears all configuration information and statistics for datapath modules and
alll statistics} user sessions.

Usage Guidelines
Use the clear command to clear the current information stored in the running configuration of an OAW-IAP.

Example
The following command clears all information related to an OAW-IAP:
(Instant AP)# clear ap 192.0.2.3

Command History

Version Description
AOS-W Instant This command is introduced.
6.2.1.0-3.3

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode

AOS-W Instant 6.4.4.4-4.2.3.0 | CLI Reference Guide clear | 61



clear-cert

clear-cert {aplx| aplxcal| calcpl|radsec|radseccalserver}

Description

This command clears client and server certificates from the OAW-IAP database.

Syntax

Parameter Description

aplx Clears the user certificate used for TLS based 802.1x authentication of the
OAW-IAP.

aplxca Clears CA certificate used for 802.1x authentication of the OAW-IAP against its
uplink wired ports.

ca Clears the CA certificates.

cp Clears the captive portal server certificate.

radsec Clears the RadSec server certificate.

radsecca Clears the RadSec CA certificate.

server Clears all server certificates.

Usage Guidelines

Use this command to clear the certificates from the OAW-IAP database.

Example

The following command shows an example for clearing server certificates:

(Instant AP)# clear-cert server

Command History

Version Description

AOS-W Instant 6.4.4.4-4.2.3

The ap1x and ap1xca parameters were introduced.

AOS-W Instant 6.4.3.1-4.2

The radsec and radsecca parameters were introduced.

AOS-W Instant 6.3.1.0-4.0

The cp parameter was introduced.

AOS-W Instant 6.2.1.0-3.3

This command is introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms

Privileged EXEC mode
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clock set

clock set <year> <month> <day> <time>

Description
This command sets the date and time on the OAW-IAP system clock.

Syntax
Parameter Description Range
<year> Sets the year. Requires all 4 digits. Numeric
<month> Sets the month. 1-12
<day> Sets the day. 1-31
<time> Sets the time. Specify hours, minutes, and | Numeric
seconds separated by spaces.

Usage Guidelines

You can configure the year, month, day, and time. Specify the time using a 24-hour clock with hours, minutes
and seconds separated by spaces.

Example

The following example sets the clock to 21 May 2013, 1:03:52 AM:
(Instant AP)# clock set 2013 5 21 1 3 52

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Privileged EXEC mode
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clock summer-time

clock summer-time <timezone> recurring <start-week> <start-day> <start-month> <start-hour>

<eweek> <eday> <emonth> <ehour>

no...

Description

This command configures daylight saving for the time zones that support daylight saving time.

Syntax

Parameter Description Range

clock summer-time Configures Daylight Saving time. Timezones

<timezone> thatsuppon
daylight
saving
configuration

recurring Indicates the recurrences. —

<start-week>

Indicates the week from which the daylight saving configuration is
effective.

<start-day>

Indicates the day from which the daylight saving configuration
applies.

<start-month>

Indicates the month from which the daylight saving configuration
applies.

Removes the configuration

<start-hour> Indicates the hour from which the daylight saving configuration 1-24
applies.

<eweek> Indicates the week in which the daylight saving configuration —
ends.

<eday> Indicates the day on which daylight saving configuration ends. —

<emonth> Indicates the month in which daylight saving configuration ends. —

<ehour> Indicates the hour at which daylight saving configuration ends. 1-24

no... J—

Usage Guidelines

Use this command to configure daylight saving for the timezones that support daylight saving. When enabled,
the daylight saving time ensures that the OAW-IAPs reflect the seasonal time changes in the region they serve.

Example

The following example configures daylight saving for a timezone:

(Instant AP) (config)# clock summer-time PST recurring 7 10 March 9PM 38 10 October 9PM
(Instant AP) (config)# end
(Instant AP)# commit apply
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Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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clock timezone

clock timezone <name> <hour-offset> <minute-offset>
no...

Description

This command sets the timezone on an OAW-IAP.

Syntax

Parameter Description Range
clock timezone Configures the required timezone. All supported
<name> timezones
<hour-offset> Specifies the hours offset from the Universal Time Clock —

(UTQ).
<minute-offset> Specifies the hours offset from the Universal Time Clock —

(UTQ).
no... Removes the timezone configuration. —

Usage Guidelines

Use this command to set the timezone on an OAW-IAP.

Example

The following example configures the PST timezone:

(Instant AP) (config)# clock timezone PST -8 0
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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commit

commit {apply [no-save]| revert}

Description

This command allows you to commit configuration changes performed during a user session. You can also
revert the changes that are already committed.

Syntax
Parameter Description
apply Applies and saves the OAW-IAP configuration changes.
no-save Applies the configuration changes to the cluster, but does not save the
configuration. To save the configuration, run the write memory or commit
apply command.
revert Reverts the changes committed to the current configuration of an OAW-IAP.

Usage Guidelines

Each command processed by the Virtual Controller is applied on all the slave OAW-IAPs in a cluster. The
changes configured in a CLI session are saved in the CLI context. The CLI does not support the configuration
data exceeding the 4K buffer size in a CLI session: therefore, Alcatel-Lucent recommends that you configure
fewer changes at a time and apply the changes at regular intervals.

To apply and save the configuration changes, use the commit apply command. To apply the configuration
changes without saving the configuration, use the commit apply no-save command.

Example

The following command allows you to commit the configuration changes:

(Instant AP) # commit apply

The following command reverts the already committed changes.

Command History

Version Description

AOS-W Instant 6.3.1.1-4.0 This command is modified.

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode.
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configure terminal

configure terminal

Description

This command allows you to enter configuration commands.

Syntax

No parameters.

Usage Guidelines
Upon entering this command, the enable mode prompt changes to:

(Instant AP) (config)#
To return to EXEC mode, enter Ctrl-Z, end or exit.

Example

The following command allows you to enter configuration commands:

(Instant AP) # configure terminal

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Privileged EXEC mode.
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console

console
enable
disable

no console

Description

This command enables console access to an OAW-IAP through the serial port.

Syntax
console Allows you to enter the console configuration mode.
enable Enables console access to the OAW-IAP.
disable Disables console access to the OAW-IAP.
no... Removes the console access settings.

Usage Guidelines

Use this command to enable or disable access to the OAW-IAP console and thus allow users to configure OAW-
IAP settings or debug system errors. By default, the console access to the OAW-IAP is enabled.

Example
The following example disables console access to the OAW-IAP:

(Instant AP) (config)# console
(Instant AP) (console)# disable
(Instant AP) (console) # end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.4.0.2-4.1 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Console configuration sub mode
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content-filtering

content-filtering
no...

Description

This command enables content filtering feature. When content filtering is enabled on an SSID, all DNS requests
to non-corporate domains on this wireless network are sent to OpenDNS.

Syntax
Command/Parameter | Description
content-filtering Enables content filtering.
no Removes the configuration.

Usage Guidelines

Use this command to enable content filter. With content filter feature enabled, you can:
e Prevent known malware hosts from accessing your wireless network.

e Improve employee productivity by limiting access to certain websites.

e Reduce bandwidth consumption significantly.

You can enable content filtering on an SSID. When enabled, all DNS requests to non-corporate domains on this
SSID are sent to the open DNS server.

Example

The following example enables content filtering:

(Instant AP)# content-filtering
(Instant AP)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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convert-aos-ap

convert-aos—-ap <mode> <controller-IP>

Description
This command allows you to provision an OAW-IAP as a Campus AP or Remote AP in a switch-based network.

Syntax
Parameter Description Range
<mode> Provisions the OAW-IAP as remote AP or campus AP in a RAP, CAP.
switch-based network.
<controller-IP> Allows you to specify the IP address of the switch to which —
the Remote AP or Campus AP will be connected.

Usage Guidelines

Before converting an OAW-IAP, ensure that both the OAW-IAP and switch are configured to operate in the
same regulatory domain. An OAW-IAP can be converted to a Campus AP and Remote AP only if the switch is
running AOS-W Instant 6.1.4 or later.

For more information, see the Converting an OAW-IAP to a Remote AP and Campus AP topic in AOS-W Instant
User Guide.

Example
The following command allows you to convert an OAW-IAP to a remote AP:

(Instant AP)# convert-aos-ap RAP 192.0.2.5

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode.
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copy

copy
config tftp <ip-address> <filename>
core-file tftp <ip-address>
flash tftp <ip-address> <filename>
tftp <ip-address> <filename> {aplx {calcert} <password> format pem}| cpserver cert
<password> format {pl2|pem}| portal logo| radsec {calcert <password>} format pem| system
{1lxca [format {der|pem}]|lxcert <passsword>[format {pl2|pem}]|config|flash}}

Description
This command copies files to and from the OAW-IAP.

Syntax

config Copies a configuration file to the TFTP server.

core-file Copies a core file to the TFTP server.

flash Copies a file from flash to the TFTP server or to flash from a TFTP server.

tftp Copies files and certificates to the OAW-IAP database from a TFTP server.

<ip-address> Copies files to the specified TFTP server IP address.

<file-name> Indicates the name of the file to be copied.

apix{ca |cert} Copies user or CA certificate required for 802.1X authentication of the OAW-
IAP.

cpserver Copies internal captive portal server certificate.

cert <password>

portal Copies customized logo for the internal captive portal server.

logo

radsec {ca | cert Copies RadSec server or CA certificates.

<password>

system Copies the file to the system partition.

1xca Copies the CA certificate used for 802.1X authentication from the TFTP
server.

der Indicates the system partition file extensions.

pem
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Parameter Description

Txcert Copies the server certificate used for 802.1X authentication from the TFTP
server.

<passsword> Indicates the password for certificate authentication.

p12 Indicates the certificate file extensions.

pem

Usage Guidelines

Use this command to save backup copies of the configuration file to a TFTP server, or to load a certificate file
and customized logo from a TFTP server to the OAW-IAP database.

Example

The following example copies a configuration file to the TFTP server:

(Instant AP)# copy config tftp 10.0.0.1 filename.cfg

Command History

Version Description

AOS-W Instant 6.4.4.4-4.2.3

The ap1x parameter was introduced.

AOS-W Instant 6.4.3.1-4.2

The radsec parameter is introduced.

AOS-W Instant 6.3.1.1-4.0

The cpserver parameter was introduced.

AOS-W Instant 6.2.1.0-3.3

This command is introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms

Privileged EXEC mode
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deny-inter-user-bridging

deny-inter-user-bridging
no...

Description

This command disables bridging traffic between two clients of an OAW-IAP on the same VLAN. Bridging traffic
between the clients will be sent to the upstream device to make the forwarding decision.

Syntax

Parameter Description

deny-inter-user-bridging

Prevents the inter-user bridging.

no...

Removes the configuration.

Usage Guidelines

Use this command if you have security and traffic management policies defined for upstream devices.

Example

The following command disables inter-user bridging:

(Instant AP) (config)# deny-inter-user-bridging

(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Version

Description

AOS-W Instant 6.2.1.0-3.3

‘ This command is introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms

‘ Configuration mode
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deny-local-routing

deny-local-routing
no...

Description

This command disables routing traffic between two clients of an OAW-IAP on different VLANs. Routing traffic
between the clients will be sent to the upstream device to make the forwarding decision.

Syntax
Parameter Description
deny-local-routing Disables local routing of traffic.
no... Removes the configuration.

Usage Guidelines

Use this command to prevent the local routing of traffic if you have security and traffic management policies
defined for upstream devices.

Example

The following command disables local routing:

(Instant AP) (config)# deny-local-routing
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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device-id

device-id <device>

Description

This command assigns an ID for the AP device.

Syntax

Parameter Description

device-id <device> Configures an ID for the OAW-IAP device.

Usage Guidelines
Use this command to configure a device identification.

Example

The following example configures a device ID:

(Instant AP) (config)# device-ID Devicel
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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disable-prov-ssid

disable-prov-ssid

no...

Description

This command disables the default provisioning SSID enabled in the OAW-IAP factory default settings.

Usage Guidelines

The default provisioning SSID is used during the initial configuration of the OAW-IAP if the automatic
provisioning of the OAW-IAP fails and if OmniVista is not reachable.

Example

The following example disables the default provisioning SSID:

(Instant AP)# disable-prov-ssid

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Privileged EXEC mode
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disconnect-user

disconnect-user {<addr>|all|mac <mac>| network <name>}

Description

This command disconnects the clients from an OAW-IAP.

Syntax
Parameter Description
<addr> Allows you to disconnect a client by specifying the IP address of the client.
all Disconnects all users associated with an OAW-IAP.
mac <mac> Allows you to disconnect a client by specifying the MAC address of the client.
network <name> Allows you to disconnect the clients connected to a specific network.
Example

The following example disconnects all clients associated with an OAW-IAP:

(Instant AP)# disconnect-user

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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dot11a-radio-disable

dot-lla-radio-disable
no...

Description

This command disables the 5 GHz or 802.11a radio profile for an OAW-IAP. Disabling the radio profile using
this command will not delete the SSID profiles.

Syntax

Parameter Description Range Default

dotlla-radio-disable Disables the 5 GHz or 802.11a radio profile — —

no... Removes the radio profile from the disabled — —
mode.

Usage Guidelines
Use this command to disable a 5.0 GHz radio profile on an OAW-IAP.

Example

The following example disables the 5 GHz radio profile:
(Instant AP)# dotlla-radio-disable

Command History

Version Description

AOS-W Instant 6.4.4.4-4.2.3.0 ‘ This command was introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Privileged EXEC mode.
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dot11g-radio-disable

dot-1llg-radio-disable
no...

Description

This command disables the 2.4 GHz or 802.11g radio profile for an OAW-IAP. Disabling the radio profile using
this command will not delete the SSID profiles.

Syntax

Parameter Description Range Default

dotllg-radio-disable Disables the 2.4 GHz or 802.11g radio profile | — —

no... Removes the radio profile from the disabled — —
mode.

Usage Guidelines
Use this command to disable a 2.4 GHz radio profile on an OAW-IAP.

Example

The following example disables the 2.4 GHz radio profile:
(Instant AP)# dotllg-radio-disable

Command History

Version Description

AOS-W Instant 6.4.4.4-4.2.3.0 ‘ This command was introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Privileged EXEC mode.
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download-cert

download-cert
aplx <url> format pem [psk <psk>]
aplxca <url> format pem
ca <url> format {der|pem}
cp <url> format pem [psk <psk>]
radsec <url> format pem [psk <psk>]
radsecca <url> format pem [psk <psk>]
server <url> format pem [psk <psk>]

Description

This command allows you to download the authentication, captive portal and RadSec server certificates, and
CA certificates from an FTP or TFTP server, or through an HTTP URL.

Syntax

Parameter Description

aplx Downloads user certificate for TLS based 802.1X authentication of the OAW-IAP.

aplxca Downloads Certificate Authority (CA) certificates.

ca Downloads CA certificates for validating the identity of the client.

cp Downloads captive portal server certificates for validating the identity of the
internal captive portal server identity to the client.

radsec Downloads RadSec certificates for mutual authentication between the OAW-IAP
and the client.

radsecca Downloads RadSec CA certificates for authentication between the OAW-IAP and
the client.

server Downloads authentication server certificates for validating the identity of the
server to the client.

<url> Allows you to specify the FTP, TFTP, or HTTP URL.

format Allows you to specify the certificate format. The following types of certificate
formats are supported:
e CA certificate—PEM or DER format
e Authentication server—PEM format with PSK
e Captive portal certificate—PEM format with PSK
e RadSec—PEM format with PSK

psk <psk> Allows you to specify the passphrase for server, captive portal, and RadSec
certificates.

Usage Guidelines

Use this command to download certificates.
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Example

The following command shows an example for downloading CA client certificates:
(Instant AP)# download-cert ca ftp://192.0.2.7

Command History

Version Description

AOS-W Instant 6.4.4.4-4.2.3 The ap1x and ap1xca parameters were introduced.
AOS-W Instant 6.4.3.1-4.2.0 The radsec and radsecca parameters were introduced.
AOS-W Instant 6.3.1.1-4.0 The cp parameter was introduced.

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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dpi

dpi

no...
Description

This command enables visualization of traffic from wired and wireless clients associated with an OAW-IAP.

Syntax
Parameter Description
dpi Enables AppRF feature.
no... Removes the configuration.

Usage Guidelines

Use this command to enable AppRF visibility for wired and wireless clients associated with an OAW-IAP. AppRF
supports an application and web-filtering service that allows creating firewall policies based on types of
application. AppRF includes the following capabilities:

e Access control, QoS, and bandwidth contract rules based on application and application categories.

e Content filters based on web categories and reputation scores (security ratings).

For more information access rule configuration and web-filtering options, see AOS-W Instant 6.4.4.4-4.2.3.0 User
Guide and the wlan access-rule command page.

The application and application category based access rule configuration and visualization are not supported
on OAW-IAP104/105, OAW-IAP134/135, and OAW-RAP3WN/3WNP platforms. Only the web category charts
are displayed for these OAW-IAP models.

Example

The following command configures DPI support:

(Instant AP) (config)# dpi
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.4.0.2-4.1 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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dpi-error-page-url
dpi-error-page-url <idx> <url>
no...

Description

This command allows you to create a custom list of URLs to which users can be redirected when they access a
blocked website.

Syntax
Parameter Description
<idx> Index number of the URL.
<url> URL of the website.
no... Removes the configuration.

Usage Guidelines

Use this command to create a custom list of URLs. The URLs configured by this command are used for defining
an access rule (using the wlan access-rule <rule> dpi-error-page-url command) to redirect usersto a
specific URL when they access a blocked website.

Example

The following example shows how to add a URL:

(Instant AP) (config)# dpi-error-page-url 0 http://www.NoExample.com
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.4.3.1-4.2 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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dynamic-cpu-mgmt

dynamic-cpu-mgmt {auto| disable| enable}

Description

This command enables or disables the dynamic CPU management feature, to manage resources across
different functions performed by an OAW-IAP.

Syntax

Parameter Description

auto Configures the OAW-IAP to automatically enable or disable CPU management
feature during run-time. When configured, the OAW-IAP determines the need for
enabling or disabling CPU management, based on the real-time load
calculations taking into account all different functions that the CPU needs to
perform.
The auto option is the default and recommended setting.

disable Disables CPU management on all APs, typically for small networks. This setting
protects the user experience.

enable Enables the CPU management feature. When configured, the client and network
management functions are protected. This setting helps in large networks with a
high client density.

Usage Guidelines

Use this command to enable or disable resource management across different functions performed by an
OAW-IAP.

Example

The following example enables the automatic enabling or disabling of CPU management:

(Instant AP) (config)# dynamic-cpu-mgmt auto
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.4.0.0 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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dynamic-dns

dynamic-dns {<dns_action> <dns server> <dns domain> <dns_hostname> <dns host>} [key <algo-
name: keyname: keystring>]

Description

This command makes a one time dynamic update of the DNS records of the OAW-IAP and its clients after the
user has manually configured the dns values.

Syntax

Command/Parameter Description Example

dynamic-dns Updates the DNS records of the OAW- | —
IAP and its clients dynamically on the
DNS server.

<dns_action> Allows you to add or delete the -
DNS record from the DNS server.

<dns_server> Denotes the IP address of the 10.17.132.85
DNS server.

<dns_domain> Denotes the domain name of the client | test.dns
that is updated on the DNS server.

<dns_hostname> Denotes the hostname of the clientor | host-anand
OAW-IAP that is updated on the
DNS server.

<dns_host> Denotes the IP address of the OAW- 10.17.132.85
IAP or the client.

key <algo- Configures a TSIG shared secret key to | hmac-shal:arubaddns:
name: keyname: keystring> secure the dynamic updates. 16YuLPdH21rQ6PuK9udsVLtIJw3Y=

The following algorithm names are
supported:

e hmac-md5 (used by default if algo-
name is not specified)

e hmac-sha1
e hmac-sha256

NOTE: When a key is configured, the
update is successful only if OAW-IAP
and DNS server clocks are in sync.

Usage Guidelines

Use this command to perform a one time dynamic update of the DNS records.
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Example

The following example manually adds the SOA record:

(Instant AP)# dynamic-dns add 10.1.1.23 test.dns host-anand 10.3.2.11 key hmac-
shal:arubaddns:16YuLPdH21rQ6PuK9udsVLtIJw3Y=

(Instant AP)# commit apply

The following example manually deletes the SOA record.

(Instant AP)# dynamic-dns delete 10.17.132.7 test.ddns host-anand 10.17.132.85 key hmac-
shal:arubaddns:16YuLPdH21rQ6PuK9udsVLtJw3Y=

(Instant AP)# commit apply

E The colon () functions as an input separator in the shared secret key entry.

Command History

Version Description

AOS-W Instant 6.4.4.4-4.2.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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dynamic-dns-ap

dynamic-dns-ap [key <algo-name:keyname:keystring>]

Description

[server <ddns server>]

This command enables the OAW-IAP and clients to dynamically update the DNS server.

Syntax

Command/Parameter

dynamic-dns-ap

Description

Updates the DNS records of the
OAW-IAP and its clients
dynamically on the DNS server.

Example

key <algo-

name: keyname: keystring>

Configures a TSIG shared secret

key to secure the dynamic updates.

The following algorithm names are

supported:

e+ hmac-md5 (used by default if
algo-name is not specified)

e +hmac-sha1l

e +hmac-sha256

NOTE: When a key is configured,
the update is successful only if
OAW-IAP and DNS server clocks
are in sync.

hmac-shal:ddns-key:
asdafsdfasdfsgdsgs=

server <ddns server>

Denotes the IP address of the
DNS server.

10.17.132.85

Usage Guidelines

Dynamic DNS configuration is allowed only on Master OAW-IAPs.

Example

The following example enables the dynamic dns feature:
(Instant AP) (config)# dynamic-dns-ap

(Instant AP) (config)# dynamic-dns-ap key hmac-shal:arubaddns:16YuLPdH21rQ6PuKOudsVLtJw3Y=
(Instant AP) (config)# dynamic-dns-ap server 10.1.1.23

(Instant AP) (config)# end
(Instant AP)# commit apply

The colon (:) functions as an input separator in the shared secret key entry.

Command History

Version

Description

AOS-W Instant 6.4.4.4-4.2.3

This command is introduced.
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Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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dynamic-dns-interval

dynamic-dns-interval <ddns interval>

Description
This command configures a time interval at which the DNS updates are synced to the server.

Syntax

Command/Parameter Description

dynamic-dns-interval <ddns_interval> Configures the time interval (in seconds) at which the DNS updates
are synced to the server. The default value is 12 hours.

Usage Guidelines
Use this command to set a time interval during which the DNS are periodically updated on the server.

Example

The following example configures a DDNS time interval:
(Instant AP) (config)# dynamic-dns-interval 900
(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.4.4.4-4.2.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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dynamic-radius-proxy
dynamic-radius-proxy
no...

Description
This command enables the use of |IP Address of the Virtual Controller for communication with external RADIUS
servers.
Syntax
Command/Parameter Description
dynamic-radius-proxy Enables dynamic RADIUS proxy feature to allow the Virtual
Controller network to use the IP address of the Virtual Controller
when communicating with the external RADIUS servers.
no... Removes the configuration.

Usage Guidelines

Ensure that you set the Virtual Controller IP address as a NAS client in the RADIUS server when Dynamic
RADIUS proxy is enabled.

Example
The following example enables the dynamic RADIUS proxy feature:

(Instant AP) (config)# dynamic-radius-proxy
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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dynamic-tacacs-proxy

dynamic-tacacs-proxy
no...

Description

This command enables the Virtual Controller network to use the IP Address of the Virtual Controller for
communication with external TACACS servers.

Syntax

Command/Parameter Description

dynamic-tacacs-proxy Allows the Virtual Controller network to use the IP address of the
Virtual Controller when communicating with the external TACACS
servers.
NOTE: When dynamic-tacacs-proxy is enabled on the OAW-IAP, the
TACACS server cannot identify the slave OAW-IAP that generates
the TACACS traffic as the source IP address is changed.

no... Removes the configuration.

Usage Guidelines

Use this command to enable the Virtual Controller to channel all TACACS related traffic from the slave OAW-
IAPs to the external TACACS server.

Example
The following example enables the dynamic TACACS proxy feature:

(Instant AP) (config)# dynamic-tacacs-proxy
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.4.3.4-4.2.1.0 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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enet-vian

enet-vlan <vlan-ID>
no...

Description

This command configures a VLAN for Ethernet connections.

Syntax
Parameter Description Range Default
enet-vlan <vlan-ID> Configures VLAN for the upstream switchto | 0-4093 1
which the AP is connected.
no... Removes the configuration. — —

Usage Guidelines

Use this command to configure VLAN settings for upstream switch to which the AP is connected. By default,
the valueis set to 1. The VLAN setting configured by this command is used for restricting the AP from sending
out tagged frames to clients connected on the SSID that has the same VLAN as the native VLAN of the
upstream switch, to which the OAW-IAP is connected.

Example

The following example configures a non-default VLAN value for the Ethernet ports:

(Instant AP) (config)# enet-vlan 200
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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enet0-bridging

enetO-bridging

Description

This command allows you to use all ports on the APs as downlink ports.

Usage Guidelines

Use this command for OAW-IAP models that have only one Ethernet port enabled. When EthO bridging is
configured, ensure that the uplink for each OAW-IAP is mesh link, Wi-Fi, or 3G/4G.

Example

The following command enables Eth0 bridging:
(Instant AP)# enetO-bridging

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Privileged EXEC mode
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enet0-port-profile

enetO-port-profile <profile>

Description
This command assigns a wired profile to the Ethernet O port on an OAW-IAP.

Syntax

Parameter Description

enet0-port-profile <profile> Assigns a wired profile to the Ethernet 0 interface port.

Usage Guidelines
Use this command to assign a wired profile to the Ethernet 0 port to activate the wired profile.

Example
The following command assigns a wired profile to the Ethernet O port:

(Instant AP) (config)# enetO-port-profile <name>
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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enet1-port-profile

enetl-port-profile <profile>

Description
This command assigns a wired profile to the Ethernet 1 port on an OAW-IAP.

Syntax

Parameter Description

enetl-port-profile <profile> Assigns a wired profile to the Ethernet 1 interface port.

Usage Guidelines
Use this command to assign a wired profile to the Ethernet 1 port to activate the wired profile.

Example
The following command assigns a wired profile to the Ethernet 1 port:

(Instant AP) (config)# enetl-port-profile <name>
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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enet2-port-profile

enet2-port-profile <profile>

Description
This command assigns a wired profile to the Ethernet 2 port on an OAW-IAP.

Syntax

Parameter Description

enet2-port-profile <profile> Assigns a wired profile to the Ethernet 2 interface port.

Usage Guidelines
Use this command to assign a wired profile to the Ethernet 2 port to activate the wired profile.

Example
The following command assigns a wired profile to the Ethernet 2 port:

(Instant AP) (config)# enet2-port-profile <name>
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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enet3-port-profile

enet3-port-profile <profile>

Description
This command assigns a wired profile to the Ethernet 3 port on an OAW-IAP.

Syntax

Parameter Description

enet3-port-profile <profile> Assigns a wired profile to the Ethernet 3 interface port.

Usage Guidelines
Use this command to assign a wired profile to the Ethernet 3 port to activate the wired profile.

Example
The following command assigns a wired profile to the Ethernet 3 port:

(Instant AP) (config)# enet3-port-profile <name>
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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enet4-port-profile

enetd4-port-profile <profile>

Description
This command assigns a wired profile to the Ethernet 4 port on an OAW-IAP.

Syntax

Parameter Description

enetd-port-profile <profile> Assigns a wired profile to the Ethernet 4 interface port.

Usage Guidelines
Use this command to assign a wired profile to the Ethernet 4 port to activate the wired profile.

Example
The following command assigns a wired profile to the Ethernet 4 port:

(Instant AP) (config)# enetd-port-profile <name>
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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extended-ssid

extended-ssid
no...

Description

This command enables the configuration of additional WLAN SSIDs. Extended SSID is enabled by default in the
factory default settings of AOS-W Instant APs. Disabling the extended ssid option in the factory default mode
will not take effect.

Syntax
Command/Parameter Description
extended-ssid Enables the users to configure additional SSIDs.
no... Removes the configuration.

Usage Guidelines

Use this command to create additional SSIDs. By default, you can create up to six WLAN SSIDs. With the
Extended SSID option enabled, you can create up to 16 WLANSs. The following OAW-IAPs support 16 WLANS:

o OAW-RAP3WNP
o OAW-IAP134
o OAW-IAP135

The number of SSIDs that become active on each OAW-IAP depends on the OAW-IAP platform.

Example

The following example enables the configuration of extended SSIDs:

(Instant AP) (config)# extended-ssid
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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facebook

facebook <id> <secret>

Description
This command saves the Facebook ID and secrete text that are generated after registering an OAW-IAP with
Facebook.
Syntax
Parameter Description
<id> Indicates the ID generated after an OAW-IAP is successfully registered with
Facebook.
<secret> Indicates the secret key that is returned after a successful registration of an
OAW:-IAP with Facebook.

Usage Guidelines

Use this command to verify the ID and secret text generated after the successful integration of an OAW-IAP
with Facebook.

Command History

Version Description

AOS-W Instant 6.4.2.x-4.1.1.x ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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factory-ssid-enable

factory-ssid-enable

Description
This command resets the OAW-IAP to use the factory configuration.

Syntax

Parameter Description

factory-ssid-enable Enables factory SSID configuration.

Usage Guidelines
Use this command to reset an OAW-IAP to use the factory default SSID.

Example

The following example enables factory default configuration:

(Instant AP) (config)# factory-ssid-enable
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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firewall-external-enforcement

firewall-external-enforcement pan

disable

enable

domain-name <name>

ip <address>

port <port>

user <name> <password>
no...

Description

This command configures external firewall details such as Palo Alto Networks (PAN) firewall to enable

integration with the OAW-IAP.

Syntax
Parameter Description Range Default
firewall-external-enforcement PAN firewall configuration — —
pan
sub-mode.
disable Disables PAN firewall. — —
enable Enables PAN firewall. — —
ip <address> Configures PAN firewall IP — —
address on the OAW-IAP
port <port> Configures a port for the PAN | 1—65535 443

firewall.

user <name> <password>

Configures administrator
user credentials of PAN
firewall on anOAW-IAP.

domain-name <name>

Configures a static domain
name to be prefixed with the
client user id sent to the

PAN firewall.

no...

Removes the specified
configuration parameter.

Usage Guidelines

Use this command to enable external firewall integration with n OAW-IAP. In Instant 6.3.1.1-4.0 release, OAW-
IAPs can be integrated with external firewall such as PAN firewall. The PAN firewall is based on user ID, which
provides many methods for connecting to sources of identity information and associating them with firewall
policy rules. The functionality provided by the PAN firewall based on user ID requires the collection of
information from the network. OAW-IAP maintains the network (such as mapping |P address) and user
information for those clients in the network and provides the required information for the user ID feature on

PAN firewall.
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To enable OAW-IAP integration with PAN firewall, a global profile configured on OAW-IAP with PAN firewall
information such as IP address, port, user name, password, firewall enabled or disabled status.

Example

The following example configures PAN firewall information on an OAW-IAP:

(Instant AP) (config)# firewall-external-enforcement pan

(Instant AP) (firewall-external-enforcement pan)# enable

(Instant AP) (firewall-external-enforcement pan)# domain-name domain@xyz
(Instant AP) (firewall-external-enforcement pan)# ip 192.0.2.11

(Instant AP) (firewall-external-enforcement pan)# port 443

(Instant AP) ( )# user adminl adminl
(Instant AP) (firewall-external-enforcement pan)# end

(Instant AP)# commit apply

firewall-external-enforcement pan

Command History

Version Description

AOS-W Instant 6.4.4.3-4.2.2.0 This command is modified.

AOS-W Instant 6.3.1.1-4.0 This command is introduced.

Command Information

OAW-IAP Platform Command Mode
All platforms Configuration mode and firewall-external-enforcement sub-
mode.
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g-channel

g-channel <channel> <tx-power>

Description

This command configures 2.4 GHz radio channels for a specific OAW-IAP.

Syntax
Parameter Description Range
<channel> Configures the specified 2.4 GHz channel. The valid channels for a band are
determined by the AP regulatory
domain.
<tx-power> Configures the specified transmission power values. | 0-127 dBm

127dBM is the maximum possible
power that you can set for a radio.
Although the OAW-IAP allows you to
set the transmission power to the
127dBM, power is allocated based
on the limits set by the radio
hardware and country code in
which the OAW-IAP operates. The
country code and the OAW-IAP
hardware may support significantly
lower transmission power values
than 127dBm and in such cases,
the transmission power limit set by
the country code and the OAW-IAP
hardware takes precedence.

Usage Guidelines

Use this command to configure radio channels for the 2.4 GHz band for a specific OAW-IAP.

Example

The following example configures the 2.4 GHz radio channel:
(Instant AP)# g-channel 11 18

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.
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Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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g-external-a ntenna

g-external-antenna <gain>

Description

This command configures external antenna connectors for an OAW-IAP.

Syntax
Parameter Description Range Default
<gain> Configures the antenna gain. You can configure gain | Diploe/Omni - 6 -
value in dBi for the following types of antenna: Panel -12
e Dipole/Omni Sector-12
e Panel
e Sector

Usage Guidelines

If your OAW-IAP has external antenna connectors, you need to configure the transmit power of the system.
The configuration must ensure that the system’s Equivalent Isotropically Radiated Power (EIRP) is in
compliance with the limit specified by the regulatory authority of the country in which the OAW-IAP is
deployed. You can also measure or calculate additional attenuation between the device and antenna before
configuring the antenna gain. To know if your AP device supports external antenna connectors, see the Install
Guide that is shipped along with the AP device.

EIRP and Antenna Gain

The following formula can be used to calculate the EIRP limit related RF power based on selected antennas
(antenna gain) and feeder (Coaxial Cable loss):

EIRP = Tx RF Power (dBm)+GA (dB) - FL (dB)

The following table describes this formula:

Table 9: Formula Variable Definitions

Formula Element Description

EIRP Limit specific for each country of deployment
Tx RF Power RF power measured at RF connector of the unit
GA Antenna gain

FL Feeder loss

For information on antenna gain recommended by the manufacturer, see.

Example

The following example configures external antenna connectors for the OAW-IAP with the 2.4 GHz radio band.
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(Instant AP)# g-external-antenna 12

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

Command Mode

OAW-IAP Platform

All platforms Privileged EXEC mode.
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g-max-clients

g-max-clients <max-clients>

Description
This command configures the maximum number of clients allowed for 2.4 GHz radio channels.

Syntax

Parameter Description

<max-clients> Denotes the maximum number of clients that can 1 to 255.
be configured on the 2.4 GHz radio channel of the
OAW-IAP.

Usage Guidelines
Use this command to set the maximum number of clients allowed to connect to 2.4 GHz radio channels for a
specific OAW-IAP.

Example

The following example configures the maximum number of clients for a 2.4 GHz radio channel:
(Instant AP)# g-max-clients 35

Command History

Version Description

AOS-W Instant 6.4.4.4-4.2.3.0 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

OAW-IAP204/205, OAW-IAP205H, OAW- Privileged EXEC mode
IAP215, OAW-1AP224/225, OAW-1AP228,
OAW-IAP275, OAW-IAP277
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gre per-ap-tunnel
gre per-ap-tunnel
no...

Description

This command configures a generic routing encapsulation (GRE) tunnel from each OAW-IAP to the VPN/GRE
Endpoint rather than the tunnels created just from the Virtual Controller.

Syntax
Parameter Description
gre per-ap-tunnel Creates a GRE tunnel from the OAW-IAP to the VPN/GRE endpoint.
no... Removes the configuration.

Usage Guidelines

Use this command to allow the traffic to be sent to the corporate network through a Layer-2 GRE tunnel from
the OAW-IAP itself. When a GRE tunnel per OAW-IAP is created, the traffic need not be forwarded through the
Virtual Controller.

Example
The following example creates a GRE tunnel for the OAW-IAP:

(Instant AP) (config)# gre per-ap-tunnel
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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gre primary
gre primary <name>
no...

Description
This command configures a host for the primary VPN/GRE endpoint.

Syntax
Parameter Description
gre primary <name> Specifies the fully qualified domain name (FQDN) of the primary
host.
no... Removes the configuration.

Usage Guidelines
Use this command to configure the primary VPN/GRE host.

Example

The following example configures a GRE primary host:

(Instant AP) (config)# gre primary <name>
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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gre type

gre type <type>

Description

This command configures a GRE protocol number as GRE type.

Syntax
Parameter Description Default
gre type <type> Configures the protocol number or IP address for 16-bit 0
GRE type protocol
number

Usage Guidelines

Use this command to specify GRE type. The 16-bit protocol number uniquely identifies a Layer-2 tunnel. The
OAW-IAPs or switches at both endpoints of the tunnel must be configured with the same protocol number.

Example

The following example configures the GRE type:

(Instant AP) (config)# gre type 0
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Configuration mode
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help

help

Description
This command displays help for the CLI.

Usage Guidelines

This command displays keyboard editing commands that allow you to make corrections or changes to the
command without retyping.

You can also enter the question mark (?) to get various types of command help:

When typed at the beginning of a line, the question mark lists all commands available in the current mode.

When typed at the end of a command or abbreviation, the question mark lists possible commands that
match.

When typed in place of a parameter, the question mark lists available options.

Example

The following example shows the output of the help command.
HELP:

Special keys:

BS .... delete previous character

Ctrl-A .... go to beginning of line

Ctrl-E .... go to end of line

Ctrl-F .... go forward one character

Ctrl-B .... go backward one character

Ctrl-D .... delete current character

Ctrl-U, X .. delete to beginning of line

Ctrl-K .... delete to end of line

Ctrl-W .... delete previous word

Ctrl-T .... transpose previous character

Ctrl-P .... go to previous line in history buffer
Ctrl-N .... go to next line in history buffer
Ctrl-Z .... return to root command prompt

Tab .... command-line completion

exit .... go to next lower command prompt

? .... list choices

Help may be requested at any point in a command by entering
a question mark '?'. If nothing matches, the help list will
be empty and you must back up until entering a '?' shows the
available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input

(e.g. 'show w?'.)
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Command History

Version Description
AOS-W Instant This command is introduced.
6.2.1.0-3.3

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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hostname

hostname <name>

Description

This command changes the hostname of the Virtual Controller.

Syntax

Parameter Description

<name> Configures a hostname for the Virtual Controller.

Usage Guidelines

The hostname is used as the default prompt. You can use any alphanumeric character, punctuation, or symbol
characters. When spaces, plus symbols (+), question marks (?), or asterisks (*) are used, enclose the text in
quotes.

Example

The following example configures host name for an OAW-IAP.

(Instant AP)# hostname IAP1

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 ‘ This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms ‘ Privileged EXEC mode
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hotspot anqp-3gpp-profile

hotspot angp-3gpp-profile <profile-name>
3gpp-plmnl..3gpp-plmné <PLMN-ID>

enable
no...

Description

This command configures a 3rd Generation Partnership Project (3GPP) Cellular Network for hotspots that have
roaming relationships with cellular operators.

Syntax

Parameter Description

hotspot angp-3gpp-profile

<profile-name>

Creates a 3GPP profile.

3gpp-plmnl..3gpp-plmn6 <PLMN-ID> | Configures the Public Land Mobile Networks (PLMN) value of the

network. The PLMN value can be specified for first, second, third,
fourth, fifth, and sixth highest priority network.

The PLMN ID consists of a 12-bit Mobile Country Code (MCC) and
the 12-bit Mobile Network Code (MNC).

enable

Activates the configuration profile.

no...

Removes the configuration

Usage Guidelines

Use this command to configure a 3GPP Cellular Network hotspot profile that defines the ANQP information
element (IE) for 3G Cellular Network for hotspots. The IE defined in this profile will be sent in a Generic
Advertisement Service (GAS) query response from an OAW-IAP in a cellular network hotspot. The 3GPP Mobile
Country Code (MCC) and the 12-bit Mobile Network Code data in the IE can help the client select a 3GPP
network when associated with a hotspot profile and enabled on a WLAN SSID profile.

Example

The following command configures a 3GPP profile:

(Instant AP) (

(Instant AP) (

(Instant AP) (3gpp "cellcorpl"
(Instant AP) (3gpp "cellcorpl"
(Instant AP) (3gpp "cellcorpl"
(Instant AP) (3gpp "cellcorpl"
(Instant AP)# commit apply

Command History

Version

)
)
)
)
)

#
#
#
#

config)# hotspot angp-3gpp-profile cellcorpl
3gpp "cellcorpl")#

3gpp-plmnl 310026
3gpp_plmn2 208000
3gpp_plmn3 208001
enable

end

Description

AOS-W Instant 6.2.1.0-3.3

This command is introduced.
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Command Information

OAW-IAP Platform Command Mode
All platforms Configuration mode and the 3GPP hotspot profile configuration
sub-mode
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hotspot angp-domain-name-profile

hotspot angp-domain-name-profile <profile-name>
domain-name <domain-name>
enable
no...

Description
This command defines the domain name to be sent in an Access Network Query Protocol (ANQP) information
element in a Generic Advertisement Service (GAS) query response.

Syntax
hotspot angp-domain-name-profile Creates a domain profile.
<profile-name>
domain-name <domain-name> Configures a domain name of the hotspot operator.
enable Enables the configuration profile.
no... Removes the existing configuration

Usage Guidelines

Use this command to configure a domain name in the ANQP Domain Name profile. If a client uses the Generic
Advertisement Service (GAS) to post an ANQP query to an OAW-IAP, the OAW-IAP will return an ANQP
Information Element with the domain name when this profile is associated with a hotspot profile and enabled
on a WLAN SSID profile.

Example
The following command defines a domain name for the ANQP domain name profile:

(Instant AP) (config)# hotspot angp-domain-name-profile domainl
(Instant AP) (domain-name "domainl")# domain-name example.com
(Instant AP) (domain-name "domainl")# enable

(Instant AP) (domain-name "domainl")# end

(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode
All platforms Configuration mode and the ANQP domain profile configuration
sub-mode
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hotspot anqp-ip-addr-avail-profile
hotspot angp-ip-addr-avail-profile <profile-name>
enable
ipv4-addr-avail
ipvé6-addr-avail
no...

Description

This command defines the available IP address types to be sent in an Access network Query Protocol (ANQP)
information element in a Generic Advertisement Service (GAS) query response.

Syntax
hotspot angp-ip-addr-avail-profile | Creates an ANQP IP Address availability profile.
<profile-name>
enable Enables the IP address availability profile.
ipv4-addr-avail Indicates the availability of an IPv4 network.
ipvé-addr-avail Indicates the availability of an IPv6 network.
no... Removes the existing configuration.

Usage Guidelines

Use this command to configure the IP Address availability information and IP address types which could be
allocated to the clients after they associate to the hotspot OAW-IAP.

Example
The following command configures an AP using this profile to advertise a public IPv4 network.

(Instant AP) (config)# hotspot angp-ip-addr-avail-profile default
(Instant AP) (IP-addr-avail "default")# ipv4-addr-avail
(Instant AP) (IP-addr-avail "default")# ipv6-addr-avail
(Instant AP) (IP-addr-avail "default")# enable

(Instant AP) (IP-addr-avail "default")# end

(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode and the ANQP IP address availability profile
configuration sub-mode
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hotspot anqgp-nai-realm-profile

hotspot angp-nai-realm-profile <profile-name>
enable
nai-home-realm
nai-realm-auth-id-1 <auth-ID>
nai-realm-auth-id-2 <auth-ID>
nai-realm-auth-value-1 <auth-value>
nai-realm-auth-value-2 <auth-value>
nai-realm-eap-method <eap-method>
nai-realm-encoding <encoding>
nai-realm-name <name>
no...

Description

This command defines a Network Access Identifier (NAI) realm information that can be sent as an Access
network Query Protocol (ANQP) information element in a Generic Advertisement Service (GAS) query

response.
Syntax
Parameter Description Range
hotspot angp-nai- Configures a NAl realm hotspot profile. —

realm-profile

<profile-name>

enable Enables the NAI realm profile. -
nai-home-realm Sets the realm in this profile as the NAl Home Realm. —
nai-realm-auth-id-1 Configures the NAI realm authentication ID. —

nai-realm-auth-id-2 A .
Use the nai-realm-auth-id-1 command to send the one of

the following authentication methods for the primary NAI
realm ID.

Use the nai-realm-auth-id-2 command to send the one of
the following authentication methods for the secondary NAI

realm ID.
<auth-id> Configures any of the following types of authentication ID: credential
e credential— Uses credential authentication. eap-inner-auth
e eap-inner-auth—Uses EAP inner authentication type. exp-inner-auth
e exp-inner-eap— Uses the expanded inner EAP expanded-eap
authentication method. non-eap-inner-

o expanded-eap—Uses the expanded EAP authentication auth
method. reserved

e non-eap-inner-auth—Uses non-EAP inner
authentication type.

e reserved—Uses the reserved authentication method.
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Parameter

nai-realm-auth-value-
1
nai-realm-auth-value-
2

Description

Configures a value for NAl realm authentication. Use the —
nai-realm-auth-value-1 command to select an
authentication value for the authentication method specified
by nai-realm-auth-id-1. Use thenai-realm-auth-value-2
command to select the authentication value for the
authentication method specified bynai-realm-auth-id-2.

Range

<auth-value>

Configures any of following types of authentication values

sim, usim. nfc-

uname-passward
none
reserved

vendor-specific

e For eap-inner-auth <aut- ID>, specify the following
values:

reserved
pap
chap
mschap

mschapv2

e For exp-inner-eap <auth-ID>, specify exp-inner-eap as
the authentication value.

e For expanded-eap<auth-ID>, specify expanded-eap as
the authentication value

e For non-eap-inner-auth<auth-ID> specify any of the
following values:

reserved
pap
chap
mschap

mschapv2

for the specified <auth-id>: secure, hw-
. . ) token,
e For credential <auth-ID>, specify the following values:
softoken,
e sim certificate,
e usim uname-
password,
e nfc-secure none,
o hw-token reserved,
o softoken vendor-specific
o certificate

reserved, pap

chap, mschap,
mschapv2,

exp-inner-eap,
expanded-eap,
reserved

nai-realm-eap-method

Configures an EAP method for NAl realm.

AOS-W Instant 6.4.4.4-4.2.3.0 | CLI Reference Guide

hotspot angp-nai-realm-profile | 121




Parameter Description Range
<eap-method> Configures any of the following EAP methods: crypto-card,
e crypto-card— Crypto card authentication eap-aka, eap-
o sim, eap-tls,
o eap-aka—EAP for UMTS Authentication and Key
Agreement eap-ttls,
im—EAP for GSM Subscriber Identity Modul generic-token-
e eap-sim— or ubscriber Identity Modules card, identity
o eap-tls—EAP-Transport Layer Security notification,
o eap-ttls—EAP-Tunneled Transport Layer Security one-time-
» generic-token-card—EAP Generic Token Card (EAP- password,
GTC) peap,
e identity— EAP Identity type peapmschapv2
e notification—The hotspot realm uses EAP Notification
messages for authentication.
e one-time-password—Authentication with a single-use
password
e peap—Protected Extensible Authentication Protocol
o peapmschapv2— Protected Extensible Authentication
Protocol with Microsoft Challenge Handshake
Authentication Protocol version 2
nai-realm-encoding Configures a UTF-8 or rfc4282 formatted character string rfc4282,
<encoding> for NAl realm encoding. utfs
nai-realm-name Configures a name for the NAI realm. The realm name is —
<nai-realm-name> often the domain name of the service provider.
no... Removes any existing configuration. —

Usage Guidelines

Use this command to configure an NAI Realm profile that identifies and describes a NAI realm accessible to the
OAW-IAP, and the method used for NAI realm authentication. The settings configured in this profile determine
the NAI realm elements that are included as part of a GAS Response frame.

Example

The following example creates an NAI realm profile:

(Instant
(Instant
(Instant A
(Instant A
(Instant A
(Instant A
(Instant A
(Instant
(Instant
(Instant

AP) (

AP) (nai-realm
P) (nai-realm
P) (nai-realm
P) (nai-realm
P) (nai-realm
P) (nai-realm

AP) (nai-realm

AP) (nai-realm

config) # hotspot angp-nai-realm-profile home

"home") # nai-realm-name home-hotspot.com

)
"home") # nai-realm-encoding utf8
"home") # nai-realm-eap-method eap-sim
"home") # nai-realm-auth-id-1 non-eap-inner-auth
"home") # nai-realm-auth-value-1 mschapv2
"home") # nai-home-realm
"home") # enable
"home") # end

AP)# commit apply
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Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode
All platforms Configuration mode and the NAl realm profile configuration
sub-mode
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hotspot angp-nwk-auth-profile

hotspot angp-nwk-auth-profile <profile-name>
enable
nwk-auth-type <auth-type>
url <url>
no...

Description

This command configures an ANQP network authentication profile to define authentication type being used by
the hotspot network.

Syntax

Parameter Description Range

hotspot angp-nwk-auth-profile Configures an ANQP network authentication —
<profile-name> profile.

enable Enables the network authentication profile. —

nwk-auth-type Defines the network Authentication type being —
used by the hotspot network.

<auth-type> Allows you to specify any of the following accept-term-
values: and-cond,
online-
enrollment,
http-redirect,
dns-redirect

o accept-term-and-cond—When configured,
the network requires the user to accept
terms and conditions.

NOTE: This option requires you to specify a
redirection URL string as an IP address, FQDN
or URL.

o online-enroliment—When configured, the
network supports the online enroliment.

o http-redirect—When configured, additional
information on the network is provided
through HTTP/HTTPS redirection.

e dns-redirect—When configured, additional
information on the network is provided
through DNS redirection.

NOTE: This option requires you to specify a
redirection URL string as an IP address, FQDN
or URL.

url Configures URL, IP address, or FQDN used by —
the hotspot network for the accept-term-and-
cond or dns-redirect network authentication

types.

no... Removes any existing configuration. —
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Usage Guidelines

When the asra option is enabled in the hotspot profile associated with a WLAN SSID, the settings configured
for the network authentication profile are sent in the GAS response to the client.

Example
The following command configures a network authentication profile for DNS redirection.

(Instant AP) (config)# hotspot angp-nwk-auth-profile default
(Instant AP) (network-auth "default")# nwk-auth-type dns-redirection
(Instant AP) (network-auth "default")# url http://www.example.com
(Instant AP) (network-auth "default")# enable

(Instant AP) (network-auth "default")# end

(Instant AP)# commit apply

Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode and the ANQP network authentication
profile configuration sub-mode
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hotspot anqgp-roam-cons-profile

hotspot angp-roam-cons-profile <profile-name>
enable
roam-cons-oi <roam-cons-oi>
roam-cons-oi-len <roam-cons-oi-len>
no...

Description

This command configures the Roaming Consortium Organization Identifier (Ol) information to be sent in an
Access network Query Protocol (ANQP) information element in a Generic Advertisement Service (GAS) query

response.

Syntax
Parameter Description Range
hotspot angp-roam-cons-profile Creates roaming consortium profile. —

<profile-name>

enable Enables the roaming consortium profile. —
roam-cons-oi Sends the specified roaming consortium Ol Hexadecimal
<roam-cons-oi> in a GAS query response. The Ol must be a number 3-5

hexadecimal number 3-5 octets in length. octets in

length

roam-cons-oi-len Indicates the length of the OI. The value of —
<roam-cons-oi-len> the roam-cons-oi-len parameter must equal

upon the number of octets of the roam-

cons-oi field.

e 0:0 Octets in the Ol (Null)
e 3:0llengthis 24-bit (3 Octets)
e 5:0llengthis 36-bit (5 Octets)

no... Removes any existing configuration. —

Usage Guidelines

Use this command to configure the roaming consortium Ols assigned to service providers when they register
with the IEEE registration authority. The Roaming Consortium Information Elements (IEs) contain information
about the network and service provider, whose security credentials can be used to authenticate with the OAW-
IAP transmitting this IE.

Example
The following command defines the roaming consortium Ol and Ol length in the ANQP roaming consortium
profile;
(Instant AP) (config)# hotspot angp-roam-cons-profile profilel
(Instant AP) (roaming-consortium "profilel")# roam-cons-oi 506F9A
(Instant AP) (roaming-consortium "profilel")# roam-cons-oi-len 3
(

(Instant AP) (roaming-consortium "profilel")# enable
(Instant AP) (roaming-consortium "profilel")# end
(Instant AP)# commit apply
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Command History

Version Description

AOS-W Instant 6.2.1.0-3.3 This command is introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode and the ANQP roaming consortium profile
configuration sub-mode
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hotspot angp-venue-name-profile

hotspot angp-venue-name-profile <profile-name>
enable
venue-group <group>
venue-lang-code <language>
venue—name <name>
venue-type <type>

no...

Description

This command defines venue information be sent in an Access network Query Protocol (ANQP) information

element in a Generic Advertisement Service (GAS) query response.

Syntax
Parameter Description Range Default
hotspot angp- Creates a ANQP venue — —
venue-name- name profile.
profile
<profile-name>
enable Enables the ANQP venue — -
name profile.
venue-group Configures one of the assembly, business, unspecified

<group>

following venue groups to
be advertised in the IEs
from APs associated with

educational,

factory-and-industrial,

this hotspot profile. institutional,
e assembly mercantile,
e business outdoor,

e educational residential,
e factory-and-industrial storage,

e institutional unspecified,

e mercantile

e outdoor

e residential

e storage

e utility-and-misc

e vehicular

NOTE: This parameter
only defines the venue
group advertised in the
IEs from hotspot APs. To
define the venue group to
be included in ANQP

responses, use anqp-
venue-name-profile

utility-and-misc,

vehicular

128 | hotspot anqp-venue-name-profile

AOS-W Instant 6.4.4.4-4.2.3.0 | CLI Reference Guide




Parameter Description Range Default

<profile-name>
command.

venue-lang-code Configures an I1SO 639 — —
<language> language code that
identifies the language
used in the Venue Name
field.

venue-name Configures the venue — —
<hame> name to be advertised in
the ANQP IEs. If the venue
name includes spaces,
the name must be
enclosed in quotation
marks, e.g. “Midtown
Shopping Center”.

venue-type Specifies the venue type The complete list of unspecified
<type> to be advertised in the IEs. | supported venue types
is described in hotspot
angp-venue-name-
profile on page 128.

no... Removes any existing — —
configuration.

Usage Guidelines

Use this command to configure the venue group and venue type in an ANQP Venue Name profile. If a client
uses the Generic Advertisement Service (GAS) to post an ANQP query to an Access Point, the OAW-IAP will
return ANQP Information Elements with the values configured in this profile.

Venue Types

The following list describes the different venue types for each venue group:

Venue Group Associated Venue Type Value

assembly e arena

e stadium

e passenger-terminal
e amphitheater

e amusement-park

e place-of-worship

e convention-center
e library

& museum
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Venue Group Associated Venue Type Value

restaurant

theater

bar

coffee-shop
zoo-or-aquarium
emergency-cord-center

unspecified

business

doctor

bank

fire-station

police-station

post-office
professional-office
research-and-dev-facility
attorney-office

unspecified

educational

school-primary
school-secondary
univ-or-college

unspecified

factory-and-industrial

factory

unspecifi